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1 INTRODUCTION AND SUMMARY

_L.1.. Introduction

Lt \

This study analyzes several of the principal new challenges to effective
verification of compliance to agreed limits to weapons now under discussion
at the START negotiations. The new requirements are analyzed, new tech-
nologies are described, and specific proposals are presented for euhancing our
capabilities to verify treaty compliance. \

Prior to the ratification of the INF Treaty in 1987, the information on
which the United States relied for verifying arms control treaties was derived
primarily from three mutually recognized sources:

1. Formal data exchanges

2. Observation and analysis of systems tests for which alerting information
was exchanged

3. Naticnal Technical Means (NTM) of observation.
(These were of course supplemented by human intelligence sources as
available.)

o N ‘

At the INF negotiating table and in subsequent negotiations, four addi-
tional means and procedures have been added for verifying compliance with
future treaties:

1. On-site inspection (OSI) of regulated activities and deployments, -

2. Perimeter portal monitoring (PPM) of declared facilities -

3. Suspect site inspection (SSI) for illicit activities ..~/

4. Tags and seals for identifying legal systems. ' 7 4 "

iy
.
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These were judged to be required because of the added difficulties in '—.'erifyinlg
limits or bans on the broad range of weapons now being discussed: mobile
ICBMs, cruise missiles that may be deployed on a wide variety of launchers
at sea or in the air, and that are indistinguishable at a distance as to whether

they are armed with conventional or nuclear warheads. :

At the same time as we face increased complexity and difficulty in meet.in‘g
the verification requirements of these new systems, it is important to keep
in mind that costs-both operational and financial-as well as benefits corrie
with elaborate and invasive means of verification. It is important that both
the costs and benefits be carefully accounted for in deciding how much and

what kind of verification is desirable. i

Principal among the costs the US should recognize and try to minimi[ze
are: '

i

|

1. Financial costs of staffing, equipment, operation and R&D, for US ver-
ification activities. ’

2. Security and inconvenience costs of intrusive Soviet verification for
US military activities. An excessively intrusive inspection regime also
raises serious concerns for the civilian industsiz] sector and its need, to
protect privileged processes and technologies. It can also conflict with

the privacy protections of the 4th amendment to the US Const:tutxcl‘m.

3. Political costs of overloading the US intelligence assessment appara-
tus with rigid verification requirements which results in frequent false
alarms and acrimonious disputes over definitional and minor techni-
cal irsues. An exanple of a definitional issue is the dispute between
tbe two governments as to where to define the limits between a.llowed
and forbidden activities in the ABM Treaty. A minor technical i 1ssue
is exemplified by the prolonged arguments over the verification of the
unratified Threshold Test-Ban Treaty (TTBT). The TTBT is lt.self of
minor military importance to US security. Nevertheless, disputes over
its verification have distracted the attention of intelligence analysts and

political authorities from. more important matters. i

l
4. Instability costs of tying an international arms-control regime to a ver-

ification system which may be too burdensome and complex to wjith-
stand the shocks of international crises or major shifts in domestic

2




political climates. In a moment of crisis or loss of confidence a veri-
fication system that is seen to be excessively intrusive, complex, and
not broadly accepted as fair and balanced may be repudiated and may
bring down with it the whole fabric of arms control. Such an example

would be the expulsion of an in-country team for on-site inspection if
it is excessively invasive.

In developing the verification requirements for arms control treaties the
Primary purpose of arms control should be emphasized: it is to help stabilize
the world in foul weather a: well as fair. Also to make progress in arms
control consistent with our natural interest we shouid not require more of
verification than it can realistically do. Requirements for verification should
be set, consistent with minimizing the four costs discussed above, to meet
two necessary and sufficient conditions, neither more nor less:

¢ We must be able to detect violations of a scale that could upset the
military balance and threaten our security

¢ We must be able to detect such violations soon enough to enable us to
respond in a timely fashion.

These define the requirements of “effective verification.” This study proceeds
with this caution in mind.

1.2 Summary

Sections 2, 3, and 4 focus primarily on new challenges for verification
that are presented by the current negotiations at START. Sections 5, 6, and

7 focus on current and developing technologies for increasing our verification
capabilities.

In Section 2 we consider how one might design a new long-range air-
launched cruise missile that is both unambiguously armed with conventional
warheads and also not readily convertible to a nuclear delivery system. Such
weapons could effectively attack a range of military targets from large stand-
off distances if they achieve high accuracy (10’s of feet). They raise a difficulty
for arms control unless they are both unambiguously non-nuclear and also

3
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cluded among the accountable heavy bombers (AHB) according to counting
rules under discussion at START. The technical difficulty created by this
requirement results from the small size and weight of nuclear warheads with |
yields of the order of kilotons (a few hundred pounds) relative to conven- fl
tional munitions (hundreds to a thousand pounds). This creates the need to |
design the structure of the new missile so that it contains no unobstructed
chamber of diameter and length large enough to accomodate a small fission r
bomb. We will describe what can be done with the use of active transmission ‘l
radiography. ?
|

In Section 3 we describe the problems and possibilities for verifying limits |
(or bans) on sea-launched cruise missile (SLCM) deployments, starting with ;
an analysis of how much and what kind of verification is required in view of |
the nature and limits of the threat they pose. It is shown that effective veri-|
fication would rely on a set of measures collectively designad to ensure com-|'
pliance and to assure that militarily significant violations can be detected in!
time tc be countered. No one measure alone can meet these requirements for
SLCM verification. The ve:ification regime for two hypothetical treaty limits
on SLCMs are considered in detail: a han on nuclear SLCMs of all ranges |
and separate sublimits on nuclear and conventional long-range SLCMs.

f
|
|
not readily convertible. Otherwise the aircraft carrying them would be in- [

|
_ |

In Section 4 we address the problem of verifying limits on deployment of
mobile ICBMs. A verification protocol relying on partitioning the deploy:
ment reservations and 2llowing for regular queries plus occasional chaﬂeng
is described. It is designed to complement and make careful use of existing in-
dependent means of intelligence, to be minimally intrusive, and to ensure that
any substantial violations would be at high risk of zxposure. The protoco}
can be applied exclusively to allowed deployment reservations or nationwide
to ensure zero deployments in proscribed regions.

In Section 5 we describe various technologies for tags and seals-including
physical tags that must. be made tamperproof and attached with reliable sea.ls
to individual treaty limited items (TLIs); “proximity tags” or means of reg-
istration that need not be sealed but serve only as a license to verify its prox-
imity to a TLI when challenged; and Secure Registration Systems (SRS or
“virtual tags”) which are basically a set of procedures, such as an encrypt?d
text, to verify TLIs upon remote electronic chzllenge. Various applications
are considered for helping to verify compliance on depioyed numbers (i.cl‘:.,

’

|
|
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nuclear SLCMs) or with designated deployment regions (i.e., mobile ICBMs)
without compromising the uncertainties in their actual locations on which
they depend for survivability. A specific encryption scheme for an electronic
SRS is proposed and discussed in detail.

Section 6 addresses the means of radiation detection that are applica- ‘
ble for determining the presence or absence of nuclear warheads on missiles
and for X-raying cruise missile strurtures to determine whether or not they
contain unobstructed chambers that could accommodate small nuclear war-
heads. Active methods of transmission radiography as well as the passive
detection of nuclear radiations are reviewed and iheir applicability analyzed.

In Section 7 we review a broad range of recently developing and po-
tentially new technologies to see what opportunities there are for making
substantive improvements in our means of verification. The ideas considered
include the potential of relatively small and inexpensive distributed sensor 1
systems for frequent access and more highly survivable reconnaissance from
space; the possibility of large focal length systems assembled in space to give
medium resolution imagery from high altitudes; the use of active low-power {
laser illumination for night and daytime imaging; and the potential for “open
skies” as recently proposed by President Bush as a supplement to NTMs for
carrying out challenge inspections for mobile missile systems.

D0 AR o A PIE g0pm  INTM
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2 ADVANCED CONVENTIONAL AIR-LAUNCHED
CRUISE MISSILES |

2.1 General Remarks

e et~ gy Sy

An advanced air-launched cruise missile could provide improved long-
range conventional standoff weapons for US strategic aircraft. If developed
and deployed it would also raise a serious counving problem for START if
its design permitted it to be readily converted from conventional to nuclear

warheads, 2
-

The desiderata for such advanced conventional cruise missiles (CCM) |
include low observables; advanced propulsion to ranges in excess of 2000 f i x
nmi; improved guidanuce permitting CEPs of about 3 meters, which would i ;
ensure effectiveness of conventional munitions that weigh in the range of L_'i X
1000 Ibs and could be unitary, sub-munitions, or unitary penetrators; and '
autonomous operation. |

b . il e 4

There are important reasons to be able to confirm that such advanced ’
air-launched cruise missiles (ALCMs) of the future be unambiguously armed |
with conventional warheads, and not be rapidly convertible from conventional J
to nuclear arming. The.US should require these characteristics for its force ’ E
so that peither the missile nor its carrier would come under the limits on
nuclear weapons in a future arms coxtrol regime. We should also require
the same characte:stics for any future Soviet advanced conventional cruise |
missile that would not be accountable under START limits so that we can r
adequately assess their strategic nuclear strength. The general idea that ]
future long-range conventional- and nuclear-armed cruise missiles should be ( 1
distinguishable has already been accepted by the US and the Soviet Union.

l.-. T R} r
BT

Arms control issues raised by air-launched CMs differ from those raised
by SLCMs; the latter will be discussed separately in the next section. All ;‘
current ALCMs—the AGM-86B and the advanced cruise missile (ACM), i.e.,
the AGM-129 with a FY90 IOC—are nuclear and are counted as such in the |
draft START Treaty. In contrast, the Tomahawk SLCM comes in both con-!
ventional and nuclear versions which can be distinguished from one a.nother‘,




ke o

——— i~ - -—---J

only by careful and intrusive OSI. The problem that we address in this sec-
tion is that of specifying structural features of next generation air-launched
CCMs to make them distinguishable from nuclear ones and to inhibit their
being converted from conventional to nuclear. Possible airframe designs are
discussed which contain no volume large enough to accommodate nuclear
warheads of existing design. This is a tricky problem because of the small
size of many nuclear warheads relative to 1000 1b conventional munitions.
Figure (2-1) illustrates the situation in the current Tomahawk SLCM which
can carry a 1000 lb. Bullpup conventional warhead or, to twice the range,
the much smaller W-80 nuclear warhead. Indeed the US stockpile contains
small nuclear warheads that fit in 155 millimeter and 8 inch diameter artillery
shells. There is no principle that prevents the development of wa.heads (par.
ex. of gun-type highly enriched U?* design) that can be fit into regions of
still smaller diameter. They would be fission weapons of low efficiency and
yields (perhaps ~ 100 tone) but still highly destructive if delivered by accu-
rate missiles as envisaged with CEPs of only a few meters. Issues raised by
this possibility will be discussed at the end of this section.

2.2 Distinguishability of an Advanced CCM

There are two reasons why any new US air-launched CCM should be
designed deliberately to be incompatible with loading on the external pylons
with which the B-52H is currently equipped, and alsv incompatible with the
internal common strategic rotary launchers (CSRL) with which they are also
being outfitted. First, if or when the B-1B is loaded with the new CCM,
its launchers would be distinct from the current ones on R-52Hs so that the
B-1B would not be counted as an accountable heavy bomber, or AHB (i.e.
one that carries long-range nuclear cruise missiles such as the B52H) under
START counting rules. Second, neither would the B-2, a fact that could be
ascertained solely by confirming the incompatibility of its CM-launcher with
the current ALCM and ACM dimensions, but without requiring unacceptably
intrusive inspection of its privileged technology (i.e. stealth).

There is also a complementary aspect to the conventional cruise missile
problem: at START counting rules for nuclear CMs and their carriers are
being elaborated. It is in the interest of the US that these rules permit an
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ding options.

J,..
.'
|

Figure 2-1. Versions of the Tomahawk showing different arming and fuel |
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accurate count without requiring unacceptably intrusive OSI for verification.
A promising approach currently being discussed by the US is as follows.

The number of AHB's would be observed and counted at ALCM-capable
and designated operational bomber bases together with their external pylons
and the common strategic rotary launchers capable of loading missiles of
265 inck length. At non-ALCM bases chailenge inspections could confirm
that CSRLs are collared effectively and irreversibly (or at least not easily or
quickly reversible) so as to preclude loading ALCMs and ACMs, and that
there are no crew training activities or support facilities for ALCMs. This
would protect B-1Bs from inclusion as AHBs in the START count. The same
provisions would provide necessary assurances about Soviet activities.

Since all current ALCMs and ACMs (AGM-86B and AGM-129) are counted
as nuclear’ there is no need for intrusive OS] of them and of the radar sup-
pression technology that is incorporated in their design. Protecting stealthy
B-2 bombers in the futuse from intrusive inspections can be accomptished by
equipping them with internal rotary launchers that are geometrically incom-
patible as ALCM/ACM carriers. This specific fac can be revealed by limited
OSI of the launchers only without compromising privileged technology (i.e.
stealth) of either the airframe or the cruise missiles.

Alithough it will be of distinguishable shape, new advanced CCMs will
presrmably have widths? no larger than the current cruise missiles—i.e. ap-
prorimately 20 inches and 29 inches, respectively, for the AGM-86B and the
AGM-129. The importance of such a size constraint will be apparent in the
following discussion of how to design it so that its structure is incompatible
with lnading a nuclear warhead. '

The continuing availability of telemetry from cruise missile test flights
will be important for effectively monitoring future arms control provisions
lin'iting new types of CCMs. An agreement to assure its availability should be
included as one of the provisions at START. This would require the extension
of the general agreement, already established in the START negotiations, to
make such information available from test flights of ballistic missiles.

1This is also true of long-range Soviet ALCMa—i.e. the AS-15, their only ALCM of
range > 500 km.

1They are actually trapesoidal in cross section to allow efficient packing in the CSRL
and the external wing pyions.

10
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2.3 Non-convertibility of an Advanced CCM ,

Assuming that new advanced CCMs can be thus ideptified we turn to the
issue of convertibility.

Obviously convertibility is a matter of degree. A “conversion” in the form
of a complete remanufacture of the missile forward of its turbofan engme is
not likely to be inhibitable by design specifications, since such a conver-
sion amounts to throwing out the agreed upon treaty-compliant design aﬁnr
substituting a treaty-noncompliant one. Such a situation is essentially th-
same as covertly manufacturing a new, treaty-forbidden missile; verificatior
safeguards deemed adequate for the latter case should apply to conversu'm
by-remanufacture also. No strategic planner would be willing to rely on .
missile which had not been extensively tested in precisely its war oonﬁgura
tion. Consequently a treaty regime which permits conventional cruise mi-

siles would have to contain appropriate provisions for verifying cruise mls'slle
flight testing. This would effectively rule out the clandestine conversion of

conventional to nuclear capability by means of a complete remanufacture of
the missile,

Short of remanufacture, the kind of conversion that we want to inhibit is
that which can be effected rapidly, in time of crisis, on deployed supposedly-
conventional cruise missiles. We surely want it to be impossible to s:mply
(screwdriver level) swap out a conventional warhead and insert a nuclear one.

However, we also want to inhibit conversion in the shop facilities at a fom‘rard
air base, |

In their present form, cruise missiles, although not designed to be' are
in fact eminently convertible. Their basic mechanical structure is a ngnd
bollow tube of sand-cast aluminum with wings. Aft, the tube surrounds the
turbofan engine. Engine thrust (in level flight equaling aerodynamic dirag)
is applied to the tube’s circumference through the engine mount, around the
circumference of the engine. The interior of the tube is essentially free of
load-bearing components, allowing it to be filled with fuel cells, convent:ona.l
warheads, or nuclear warheads, constrained only by weight and centgr-of-
gravity (CG) considerations. /

The wings of the ALCMs are attached at the bottom of the trapm:da.l
surface and are retracted prior to launch. In contrast the Tomahawk SLCMs

11 [
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have a cylindrical design with the wings attached at the midpoint; they
retract into the tube at its center. (See Figure 2-2.)

The diameter of the tube in current US designs is not large. The ALCM
is constrained by the dimensions of the B52 rotary launcher to roughly 20
inches. A tube of this dimensicn accommodates a vhermonuclear warhead of
conventional design. However one could design a new CCM in such a way that
its maximum unobstricted dimension is but a small fraction of its external
diameter. For example the outer envelope of a new CCM might have the same
size as the current designs, but the airframe structure could be changed from
a tube to one in which load-bearing structures are distributed throughout the
volume in such a way as to limit the maximum unobstructed dimension to a
small fraction of the overall diameter. Since fuel and conventional munitions
can be broken down into subunits, at essentially no detriment to their utility,
such an unconventional airframe design would function perfectly well as a
conventional cruise missile but not accommodate even a small, low-yield
existing fission bomb.

There are several possible overall strategies for designing such an air-
frame, ranging from a single strong central structural member (tentpole) to
a collection of weaker menibers distributed through the volume and deriving
strength from their interconnections. While such concepts are not conven-
tional or natural in airframe design, they should not significantly impact the
aerodynamic properties of the missile. We will say a few words about the
tentpole design first just to show how the basic requirements of structural
integrity are met in an airframe,

2.3.1 Tentpole Design

In the standard cruise missile design, coinpression is applied to the tube
(and its associated stiffening and load-bearing structure) by the engine thrust.
There is also a bending moment due to the lift which is localized at the wings,
near to the CG: the weight of the forward (warhead) and aft (engine) com-
ponents is supported by the upper surface of the tube being under extension
and the lower surface being under compression. Both because of the bend-
ing moment, and because of the thrust vector, it is a mathematical truism
that a portion of the structure must be under longitudinal compression. The
tentpole design of a new CCM would take two different forms depending
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on the missile’s wing configuration. If, as in the current ALCM design, the
wings were to remain hinged at the bottom surface the tentpole CCM would
have a longitudinal ccmpression-bearing structure, forward of the engine,
substantially only along the center line. The rear engine would apply thrust
to a central rizid “tentpole” running the length of the missile forward. The
tentpole would be supported against bending moments by (at the designer’s
option) a mixture of transverse disks and diagonal strut wires (under tension,
not compression). Figure 2-3 sketches the idea. The role of transverse disks
would also be to supply load-bearing connections for moving, handling, and
loading the CMs on the pylons or rotary launchers. The tentpole would also
provide the load-bearin; “int for the wings in flight.

Alternatively, if the wings are retracted into the center of the missile tube
as in the current Tomahawk SLCM configuration, the external missile tube—
.e. the surface—would remain the compression-bearing structure for the aft
section of the missile into which the wings could retract during stowage. For-
ward of the wing compartment the tube would join a load-bearing transverse
plate through which the load would be transferred to a central rigid “tent-
pole” running forward the remaining length of the missile. The outer skin of
the missile in the forward section would not be load-bearing.

The net result is that the only nuclear weapons which could readily be
carried by the cruise missile (i.e. carried without major structural modifi-
cation) would have a diameter less than half the cruise missile diameter,
and consequently a dramatically reduced yield. One could reduce the free
dimension even more by making the load-bearing structure out of an inter-
connected latticework of individually rather weak rods (on the model of the
cross-braced lattice of a tall antenna mast).

2.3.2 Inner Shell Design

A further reduction in size could be achieved if an inner compression-
bearing cylindrical shell were positioned around a center tentpole rather than
relying on a strong center tentpole alone. As illustrated in Figure 2-4 this
structure restricts the cavity for loading A bomb to a still smaller trans-
verse dimension. It also provides a strong structure to handle the transverse
bending moments, in addition to transverse disks reaching to the surface to
provide moving, handling, and loading joints. The volume between the inner
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structural cylinder and ihe outer surface of the missile would be available|
for fuel, cables, and high explosives. Since the advanced CCM should be
designed to ranges > 2000 miles the overall volume of fuel, even a.llowmg
for significant improvements in propulsion over current ALCM design, w1IlJ
necessarily be at least as large as at present. Therefore such a missile will|
necessarily be larger than the current ALCM or be limited to a volume for!
high explosives no larger than currently available for the nuclear warhead (i.e.]
about 200 lbs.). Such_ap-éxplosion will of course have a devastating effect
on most structures except for highly hardened military command centers or
underground ICBM silos if impact is achieved within the projected CEP of
3 meters. (See Section 2.4.) r

The fuel could easily flow around the inner structure in either missilql
design. Also the explosive could be shaped® as desired and held in place,
like the fuel, by the outer skin of the missile which, while not load-bearingL
would be formed of composite material to reduce the radar cross-section. fl

The next issue is to demonstrate that a missile of the above design can be
constructed in & way that would make it quite difficuit to convert it to one
with a large enough unobstructed volume to accommodate an existing design
nuclear warhead. One possible approach to such a conversion would be t.o
saw a section out of the missile structure and replace it by a warhead inside
a load-bearing tube with forward and aft load-bearing mounts. One would
have to mate this tube bota to the “tentpoles”, and also to to the strut wnrcs
which previously traversed its volume. The missile designs described a.bove
would insure that this structural change would have to involve actual cuttmg
and welding of the missile’s principal structural members. Another a.pproach
would be to “glue” a nuclear weapon compartment to the front end of the
missile. To maintain the CG over the wings, one would also have to atta.ch

a (much heavier) counterweight to the rear of the missile. The added we:glgt
and drag associated with such a modification would aimost certainly great'ly
diminish the range and deployability of the missile. This possibility has to
be looked at in more detail to see if it is at all practical. In any event, t‘be
mcdified missile amounts to a completely new class of vehicle in which no
military planner would placs his trust in the absence of an extensive progral.m
of flight testing. ’J

3For solid explosives this can be done readily with little loss of explosive yield. quu:d
explosives (such as, for example, methyi nitrate) are too volatile to consider in this cont.ext.
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2.3.3 Honeycomb Design

Another possibility for the design of a future cruise missile that is un-
ambiguously not convertible from conventional to nuclear would be to make
a two-dimensional honeycomb of chemically strengthened glass, running the
length of the forward portion of the cruise missile. The honeycomb might
be a hexagonal tube about 4 inches across, pretty much filling the volume of
the cruise missile. A specific implementation of this proposal is detailed in
Appendix A to this section.

2.3.4 Verification Issues

To verify that the airframe is of the agreed-on kind, a deployed con-
ventional force of these next-generation cruise missiles would be subject to
a regime of inspection, either at their place of manufacture or on station.
By transmission radiography, or x-ray, one would verify that (i) the outer
aerodynamic shell of the forward section is not capable of bearing the load
implied by a nuclear warhead, (ii) the central tentpole or inner load-bearing
cylinder is a unitary structure, without any fittings allowing for a portion
of it to be removed, and (iii) any strut wires likewise are not interrupted by
fittings which would allow them to be easily shortened. A detailed discussion
of radiography showing how to verify the internal structure by means of a
Co® source of less than one curie is given in Section 6.

Passive means of detecting nuclear radiation are not of much help in this
problem. It tells nothing about internal structure or convertibility. In addi-
tion a fission bomb using highly enriched uranium as the fuel and tungsten,
rather than depleted 2**U, as the tamper gives only low energy gamumas that
are easily absorbed.

An important point is that we would certainly insist on protecting some
aspects of cruise missile technology (in particular, stealth-related items); this
will complicate the inspection problem. However, radiographing the missile
structure need not reveal any essentials of treatment of the missile surface
for stealth, and indeed the missile could be shrouded in light material at all
times during inspection. At the same time, we have to make sure that the
only missiles which get extensive flight testing are of the agreed-on type, in
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order to deny confidence in any possible illicit field modifications. This can |
best be handled by insuring availability of test flight telemetry. f

2.4 How Small a Nuclear Warhead?

This brings us finally to the question of how small a nuclear warhead
might be squeezed into such an advanced CCM design. Nuclear artillery
shells exist with 8 inch and 155 mm = 6.1 inch diameters.

!
One can ask, in particular, what strategic value there would be if, for ,!
example, a 1 kT nuclear v-arhead could be squeez:d into a new advanced CM !
that could deliver munitions with very high accuracy, such as the 3 meter '
CEP envisioned. One obvious question that arises is whether accurately :
delivered kiloton weapons would have strategic (i.e. silo-killing) value. The '

answer appears to be yes.

|

First consider mechanical kill by overpressure on the silo doors. The 1’
standard wisdom is that silos are hard to a few x10® psi. To be conservative i
we will assume that the silo is killed if the maximum overpressure exceeds |
10* psi. The curves in “The Effects of Nuclear Weapons™ by Glasstone and |
Dolan, Section 3, for the maximum overpressure P, (on the ground) as a f
function of yield (Y') and distance (R) from a ground burst nicely fit, for 1'
small distances, the patural scaling law for the maximum overpressurc atl

small miss distances
Y |

Pm“ [+ 4 '_'—" +
R
By curve fitting, one finds (see Appandix B)
YkT)
(ﬂﬁl)a psi. (2-2)

70

Pmcz =104

Choosing the sure-kill criterion to be Pn,; = 104 psi, one has
Ryu(ft) = 10V (KT)3 (2-3)

or Ry = 70 &t for 1 kT or 40 ft for 0.2 kT. These aiming accuracies can be
obtained currently, in the absence of defensive counter measures, by TER:
COM augmented by DSMAC. A much higher accuracy of ~ 3 meters is thé:

|

19

|
|




goal for a future advanced CCM. In the Appendix B we discuss the scal-
ing law (2-1) and the lethal effect of conventional warheads at these small
CEPs. From conventional bomb data we show that 1000 pounds of conven-
tional high explosives can be expected to create an on-target overpressure
of approximately 500 psi if delivered with a CEP of roughly 3m, or 10 feet.
Hardened strategic targets such as underground silos or command posts are
rated at several thousand psi and would probably survive such an attack,
although any other target wouid be severely damaged. On the other hand,
for a small nuclear yield of 1 kT, Equations (2-2) and f2-3) show that even
the most hardened targets would be destroyed; for R = 10 ft and Y = 1 kT,
Pmax = 3.1 x 108 psi.

Finally, we consider, as an additional kill mechanism by nuclear war-
heads, melting of the nuclear warhead mounted on the missile in the silo by
the neutrons released by the explosion of the attacking nuclear warhead. A 1
kT warhead releases 4 x 10'? joules. At 200 MeV per fission and 1.5 neutrons
per fission, the explosinn releases 2 x 10®* neutrons, which corresponds to a
fluence of 1.6 x 1G'® neutrons-cm~? at a distance of 10 m. Making the ap-
proximately accurate assumption that the cross-section for £u fission is 10~
cm? (i.e., geometrical), the probability that any given nucleus in the target
warhead undergoes fission is Prob = (1.6 x 10'®) (10~*) = 1.6 x 10~%. Since
each fission releases 200 MeV, the fission heating of the warhe.d material is
roughly

AE = (200 MeV) (1.6 x 107) = 3.2 eV per atom . (2 -4)

This gives a temperature rise of

_3.2x1.6x10"1

= . 4 -
AT = e = L2 X 10K, (2-5)

where we have assumed a specific heat of 3 x (Boltzmann constant) for the
atoms. A temperature rise of 10°K (actually more like 500K) is enough to
melt the metal of the warhead, so this seems to be a serious threat. Actually
the silo gives a substantial shielding factor (easily a factor 10), so this melting
mechanism will not enhance the kill radius substantially beyond that due to
blast overpressure.




2.5 Summary

In order to meet the requirement that a new advanced cruise missile be
unambiguously conventionally armed and not readily convertible to carry-
ing a nuclear warhead, its structure must be designed so that it contains neo
unobstructed chamber of diameter comparable ‘o the missile diameter. A
nuclear warhead with a yield ~ 1 kT, and delivered with a CEP of ~ 10
ft, would create a maximum overpressure that can destroy the hardest tar-
gets. With active transmission :>diography one can verify that the cruise
missiie airframe is constructed appropriatel; =o that it cannot accommodate
an existing fission weapon, and also cannot be readily converted to accept
one. Finally we note that there is no reason, in principle, that one could
not develop smaller or segmented fission bombs—particularly a simple gun
type bomb using highly enriched uranium—if low yield underground nuclear

testing continues.
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APPENDIX A: HONEYCOMB DESIGN

First, the structure could be cast just as if it were metal, and in this form
conld have large passages molded through the glass, even more readily than if
it were aluminum. It could also be machined with diamond tools very readily,
in case one needed holes for a2 model change, and the like. After the structure
is complete, it could be chemically strengthened, in a similar fashion to the
strengthening and tempering of the side windows of automobiles. In the latter
process, the glass is brought to the annealing range, and the surface suddenly
cooled with jets of air. The surface becomes rigid, and it shrinks somewhat
because of the thermal expansion of the glass with increasing temperature,
Because the interior of the glass is still soft, when the surface shrinks, it does
so without significant stress, and as the interior of the glass hardens, it does
so without stressing the surface. But after the interior becomes rigid as well,
further contraction of the interior leads to its putting itself into tension in the
plane of the sheet, while the surface is in compression. Because the tension
portion of the glass has no free surface, it has no great tendency to break, and
the surface is now proof against the propagation of scratches, chips, and the
like that normally weaken glass far below its theoretical strength. However,
if the surface is cut or chipped to a depth greater than the thickness of the
compression layer, so that the mar enters the tension layer, a crack instantly
propagates and pulverizes the glass. This is what happens to side windows
of cars when they are smashed on the streets.

The chemically strengthened glass is similar, but more convenient in a way
because the surface is expanded by chemical treat nent that replaces small
ions with bigger ions. In this way, one could provide a strong structure that
could not be modified in any way without totally dismantling the missile and
treating it for a period «f perhaps many months. It would be easier to build a
new front end, and that is our purpose. Furthermore, unless the strurture is
strengthened, it would not be strong enough to serve as a structural material.
Thus, one need not inspect the surface of the glass in detail, but could simply
use tomography with the output limited to a reporting of this honeycomb
skeleton, in order to confirm that there are no places within the missile large
enough to contain nuclear warheads.
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APPENDIX B: CALCULATION OF OVERPRESSURES
’ |
|

We have used the scaling law Pn.,, « YR~ to estimate the maximum
overpressure produced by low yield bombs at small miss distances. More
generally, one can use simple dimensional arguments to show that at' large
(small) distances the overpressure scales as R~' (R™?) and to estimate the
distance at which the transition between the two scaling laws occurs. The
argument goes as {ollows. j

Consider a blast wave produced in a fluid of ambient pressure J'po by
an explosion of total energy Y. At any fixed distance R from the bldst the
pressure signal will be a pulse that rises from zero to some maximum and then
falls back to zero in some time interval. Typically we are orly interested in
the maximum overpressure and its dependence on distance rather than in the
detailed shape of the pulse. On dimensional grounds alone, the dependenoe
of Pp.. on distance must have the form

i

Prnex ( Y ) r
=F (2-1)

Po PR |

where Fiz) is a dimensionless function of a dimensionless argument' whose

form has to be determined by physical considerations. j
F
There are two limits in which the behavior of F(z) is known. For ‘émall R
the overpressure is large and the dependence on the ambient presaurel‘ should

drop out of the expression for Pp,,. This requires that !

|
F(z) ==z as z—o0,orR—0. f
For large R, the overpressure becomes small compared to the ambie:nt pres-
sure 2ad the blast pulse shouid behave like an acoustic wave of small ampli-
tude. For energy conservation reasons, the amplitude of a spherical acoustic
wave decays with distance from its source as R~!. The corresponding con-
straint on F{z)is :

F(:r)-»xi as z=0,0rR— o0

|
|
|
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For intermediate distances F(z) will interpolate between the two limiting
power laws in some more or less complicated fashion that depends on the
equation of state of the medium.*

The distance of crossover between the asymptotic regimes corresponds

roughly to z ~ 1 or :
Y
Rerou ~ (—) .
Po

Needless to say, if we are interested in doing damage to a target, we want to

be in the short distance regime where overpressure scales as ’—‘;y! Some sense
of how well the scaling laws work can be gotten from the two figures included
here. Figure B-1 is a summary by Ted Postol (private communciation) of
results from experiments on conventional bombs in the 500 to 2000 Ib regime
and shows an attempt to fit the results with a simple power law form for F(z).
The fit is moderately good and shows that, for these yieids, distances between
10 and 100 feet lie in the transition regime between the twn asymptotic scaling
laws. The short distance, R~ scaling regime is probably not accessible.
Figure B-2 is a summary of the results tabulated in Glasstone and Dolan on
the ground burst of a 1 kT weapon. One sees that accurate R~ scaling is
achieved only for g2~ smaller than about .3 (i.e. for z larger than about
(1/0.3)3 ~ 30). Since Reyoes is large (about 350 m for 1 £T'), the inner scaling
region is of interesting size.

The conventional bomb data in Figure B-1 show why a “zero CEP”
conventional cruise missile is of some interest. Ten feet is probably a practical
minimum CEP and 1000 lbs is probably a reasonable maximum HE payload
for a long-range cruise missile. The on-target overpressure is then on the
order of 500 psi. Hardened silos are rated at several thousand psi and would
presumably survive such an attack, but any other target would be severely
damaged.

*An approximate formula valid over a broad range of peak overpressures is given by
Harold L. Brode in Annual Reviews of Nuclear Science (Vol 18, p. 153 (1968)): Pmaxpss =

3300 (gqm) +192 (ﬁ#)m.

" (¥4

26



SR TS TR O BN

R T O T, TN r et

KR AR ARE LM S A 1 A0 e G0 G S P B b 3 e

T ol

Bizst Pressure va. Range

f
> - |
General Purpcse Bombs \
N {Dsta trom DNA Colateral I
NN 2 Damage Study) l
N NN |
N NN |
100 f— N X
= > n W o J
C N NN ;
[ NN f
- NN j
s B \‘\ I
2 -  awsd N |
. Plpsi) = SN !
2 - Ritty" NN ;
3 N
£ N\a .’
3 bt N NN !
g 10;_— W = Bomb Weight in Ibs “ ~N J
T Parametora for 2000 ib Bombs N NN ;
= X = 171874 N % 2000 i bomb
- 8 = 35351.9/(2000)*? = 454,16 NN !
= e 1000 tb bomd
SN N, :
- N N 500 B bomo
Exponential Fits 10 DA Bumb Data — Sokid Curves N
o Curves Derived from Cube Root Scaling !
of Fit to 2000 Pound Bomb Data = Dashed Curves \ )
{ 250 ib bomb
t I 1 b L N P J
10 100 !
Range (ft) !
|
' UNCLASSIAED
Figure B-1. From T. Postol. The weight of high explosive is taken to be one-half of thatrI given for the

bomb itself.

27




e iy

ot o, ., PP,
L e P oy e R RS e

L rimey

L ek Y mahrhe Rkt o] Al Nl

10

109

P (psi)

102

llrr

) ll]

Maximum Cverpressure from a 1 T ns:clear explosion

B \.
\.
n \ - .
10" = \ -
L ]
10 20 40 80 102 200 400 0
UNCLASSIFIED

Figure B-2. The solid curve shows the | /Ry dependence in Equation 2-1.

28



|
3 SEA-LAUNCHED CRUISE MISSILE VER-
IFICATION |

|
3.1 General Remarks
|
Three characteristics of sea-launched cruise missiles (SLCMs), taken to-
gether, are responsible for the unique challenge they present to effortsito
negotiate verifiable limits on their deployment: F
|
1. Quantitative limits cannot be verified accurately because SLCMs a.re
small, can be deployed widely, and are dual-purpose. Oaly by means
of inspection at close range can nuclear-armed cruise missiles be dlS-

tinguished from conventionally armed ones. i
!

2. Once one accepts the possibility that at least several dozen long-range
SLCMs may have been deployed with nuclear warheads, the pot!en~
tial of a leading edge attack against national command centers a.nd/ or
bomber bases has to be addressed. This is based on the judgment t.hat
a small number of SLCMs might escape detection for all or a substan-
tial portion of their flight. The US has at present no system to prO\_nde
confident early warning of the launch of a cruise missile comparable
to the launch warning of a hallistic missile attack that is prov:ded by
the DSP satellite from geosynchrorous orbit. Technology does exist,
however, to detect with confidence and to provide some trackmg in-
formation on large numbers of such ta.rgets in flight, against ground
clutter.’ ‘

3. Once the number of deployed long-range nuclear armed SLCMs. ex-
ceeds, say, fifty or so, there is no crucial national security need to be
able to count theit numbers precisely. This is because cruise rmss:les
are slow, and have very little, if any, potential for prompt large-sca.le,
counterforce targeting. J

$See for example the Report of the Ad Hoe Committee on Airships of the US Air FForce
Scientific Advisory Board, September 1987, (Dr. William H. Heiser, Chairman) and the
JASON Report JSR-88-230 “Airships” S. Drell, J. Katz, and G. MacDonald and JSR-87-
801, the 1987 JASON study on OTHB radars by G. MacDonald et al. These l.echnologws

should also work against low radar (stealthy) cruise missiles over water. |
i

|
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The options for reliable counter-military targeting by cruise missiles are
limited by technical characteristics of the missiles: their low velocity
and their softness as targets for various kinds of interceptors. Massive,
highly coordinated strikes against large, geographically diverse targets,
such as ICBM fields, would be impractical because of the potentially
relatively long warning times the missiles would afford were any of
them detected. Moreover, the likelihood is high (from the attacker’s
conservative point-of-view) that more than a few of the large number
of cruise missiles in such an attack would be detected relatively early.
Once nuclcar weapons started exploding in a vicinity, cru’ = missiles
arriving later might not. survive; because they are not harde:. . against
various nuclear weapon effects nearly as well as are ICBM RVs, attack
coordination presents an even more stressing problera than it does for
ICBM attacks. Finally, the low velocity of cruise missiles precludes
their use against targets that can reasonably be expected to move, for
example, military units, mobile ICBMs, or command posts.

These characteristics determine what is needed for effective verification of
SLCM deployments. In most general terms the challenge can be formulated
as follows. There are three possible situations to consider:

o Case A is a treaty limiting, or banning, nuclear SLCMs that is faithfully
obeyed by both the US and the Soviet Union.

o Case B is a treaty violated unilaterally by the Soviet Union.

o Case C is no treaty at all.

Other situations might also be considered, for example a declarative limit
on numbers of nuclear SLCMs, agreed to by both countries, with no formal
treaty and no formal verification process. There may be important benefits
to be gained from declarative limits, but these are not relevant to the present
discussion. So far as verification is concerned, the situation with declarative
limits is equivalent to Case C.

Under the assumption of Case A a treaty banning all nuclear SLCMs
would be of substantial value to the US. In particular it would remove the
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possibility of a sneak attack against US coastal cities and military mstalla
tions including the NCA in Washington DC; it would also remove the pos-
sibility of a sneak nuclear attack launched from Soviet submarines a.ga.mst
surface ships of the US Navy. The US would still retaiz nonnuclear antnshxp
SLCMs and the capability for long-range overland penetration by nuclear
ALCMs. Therefore, under the assumption of Case A such a treaty would be
highly preferable to Case C. !

There is also a large geographical asymmetry between the US and'the
Soviet Union that favors Case A. In contrast to the US, the Soviet Umon‘ has
no abundance of high value targets on land near to accessible sea coasts a.nd
within SLCM range unless the launchers are close offshore, nor does it ha.ve
a surface navy of comparable importance to ours. A treaty banning nuclear
SLCMs would negate this geographical advantage of the Soviets under the
assumption of Case A. Furthermore such geographical advantages are 'per-
manent, whereas technological advantages in weapons such as now enjoyed
by US Tomahawk SLCMs with their superior accuracy and platforms' may
only be temporary. i

Next we consider Case B, in which unilateral violations are assumed to
occur. It is pointless now to compare Case B with Case A. Qbviously Case A
is preferable, but the choice between A and B is made by the USSR a.nd not
by the US. The choice which is in the hands of the US is the choice between
Case B, a treaty with violations, and Case C, the situation that exists if we
have no treaty at all. We have to estimate whether a violated treaty is more

dangerous than none. |
!

Two types of consequences of unilateral violations must be considered.

e Type 1. An actual sneak attack on US territory or US ships usmg
concealed nuclear SLCMs banned by treaty. ]

e Type 2. Political effects of a unilateral deployment of SLCMs in peace-
time, and their incremental contributjon to the possibility of blackmail
based on the threat of nuclear attack. |

l
There is no question that a sneak SLCM attack is a potential danger ;to Us
security and that in Case B such an attack is technically possible. However,

the gravity of the danger is no greater in Case B than in Case C. Either in
|
I
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Case B or in Case C the deterrence of SLCM attack rests on the totality of
US strategic forces, not on the US SLCM force. The contribution of the US
SLCM force, absent in Case B and present in Case C, will not materially
affect the deterrent power of the remaining strategic forces of which it is only
a small percentage (currently 370 warheads relative to more than 8000 under
the currently envisioned START ceilings). The difference between Case B
and Case C, so far as Type 1 consequences are concerned, is slight.

When we consider Type 2 consequences, based on political exploitation
of a unilateral deployment of SLCMs in peacetime, we must assume that
the violation of the treaty has become overt. A secret violation can only be
exploited in a surprise attack, noi in political pressure or blackmail. But, as
soon as the violation becomes overt, the treaty is dead and Case B becomes
almost identical with Case C. After an overt violation of a treaty, the US
would be even more unlikely to submit to nuclear blackmail than in the
absence of a treaty.

The conclusion of this analysis of Case B is that a unilaterally violated
treaty would bring no military danger to the US that is not already present in
the absence of a treaty. So far as military risks are concerned, Case B is hardly
worse than Case C. The costs of a violated treaty would be largely intangible,
following from a general breakdown of international stability rather than from
any specific threat to US security.

To summarize the preceding argument, we have considered three possible
alternatives. Case A is a treaty without violation, Case B a treaty with
violations, and Case C, without any treaty. We reached two conclusions.
Case A, an unviolated treaty banning nuclear SLCMs is substantially better
for US security than Case C. In Case R, even with serious violations, the
danger to US security is only slightly worse than in Case C. Putting all three
cases together, we may say that X =(Advantage of A compared with C) is
large compared with Y =(Disadvantage of B compared with C).

The purpose of verification is to reduce so far as possible the probability
of violations. We may measure the effectiveness of verification by the prob-
ability P that a unilateral violation will occur. After a treaty is signed and
ratified, the probability of Case B will be P and the probability of Case A
will be (1 — P). The net expectation of advantage derived from the treaty




can then be written symbolically as

E=(1-P)X - PY, 3-1)

Since X is large compared with Y, the requirement of positive expectation
from the treaty does not require that P be small. In fact, the treaty will be
advantageous, better than no treaty at all, provided that [

X |
P<X+Y' (3—2‘:)

The content of Equation (3-2) is illustrated in Figure 3-1. The shaded
area corresponds to a positive expectation of advantage being derived from
the treaty. The figure shows that even if the probability P of a um!atera.l
violation is high, the treaty will be advantageous when Y/ X is small. Another
pictorial representation of this general result is shown in Figure 2-2. ’

This makes clear that a verification system can be useful, even if it pr<J>-
vides only a slight inducement to honesty (P < 1), if it is part of a good
treaty which offers greater benefits than risks (X >> Y).
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Figure 3-i. The shaded area corresponds to Eq. (3.2) for the positive expectation
of advantage being derived from a treaty.
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Figure 3-2. Moral: Strict verification is needed oniy for bad treaties. A good treaty can be
useful even if verification is highly imperfect.




3.2 Characteristics of SLCMs

To understand the problems associated with verification of limits on
SLCMs, we first discuss the characteristics of US and Soviet SLCMs and the
numbers deployed by the two countries. There are several types of SLCMs,
designed for ship attack or land attack, carrying nuclear or conventional war-
heads.

In 1983 the US began deployment of a new SLCM, the Tomahawk. The
Tomahawk is a small, unpiloted jet aircraft, which flies subsonically and is
capable of highly accurate delivery of nuclear or conventional warheads. The
Tomahawk airframe is the basis for several SLCM variants. These variants
have essentially identical airframes, b1t there are internal differences to ac-
commodate the different warheads and different missions. The short-range,
antiship variant, which carries only conventional warheads, has an opera-
tional range of approximately 450 km, and uscs radar to home on its target.
There are three long-range, land-attack variants: one carries a nuclear war-
head, has a range of over 2500 km, and uses terrain contour matching to
update its inertial guidance in order to achieve its accuracy; the other two
carry conventional warheads (either submunitions or a unitary warhead),
have about half the range (because the conventional warheads leave less room
for fuel), and have additional guidance based on digital scene matching in
the terminal phase to achieve the precise accuracy required for conventional
munitions. All Tomahawk variants are deployed in canisters and can be
launched in a variety of ways, and from a variety of platforms. They can be
launched from the torpedo tubes or vertical launch systems of submarines,
or the vertical launch systems or armored box launchers of appropriately
outfitted surface ships. [here are currently about 70 US surface ships and
submarines capable of firing Tomahawks, and this number is planned to in-
crease to nearly 200. The US has procured approximately 370 nuclear and
1650 conventional Tomahawks to date, and plans to purchase about 2000
more conventional Tomahawks between now and 1994. Procurement of ad-
ditional nuclear Tomahawks is not planned until 1994. The only other SLCM
deployed by the United States is the Harpoon, a conventionally armed, anti-
ship weapon with a range of about 100 km.

The Soviet Union has deployed SLCMs since the early 1960s. Over the
years the Soviets developed several short-range models, designed primarily
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for ship attack. Their ranges vary from approximately 50 to 550 km, and
most are capable of carrying either conventional or uuclear warheads. Some |
are rocket powered, some have air-breathing engines; some are supersonic, |
some are subsonic. All are larger than the Tomahawk, and are launched |
from surface ship or submarine launchers, not from torpedo tubes. It is.
estimated, based on a count of launchers, that the Soviet Union currently
has approximately 1000 dual capable, short-range SLCMs deployed on a wide !
variety of surface ships and submarines. The number of short-range SLCMs'
which carry nuclear warheads is unknown, but it is estimated® that roughly’
1/3 to 1/2 of these short-range Soviet SLCMs may be nuclear-armed. J
In 1986 the Soviets began deploying their first long-range, land-attack!
SLCM, the SS-N-21. This missil: appears to be quite similar to the Toma-|
hawk. It has a small jet engine, flies subsonically and at low altitudes, apd
is small enough to be launched from torpedo tubes. At present there is only
a nuclear-armed version of the SS-N-21, presumably because the guidance
does not include either digital scene matching or a real-time satellite up-
date which could give it the accuracy desired for long-distance delivery of
conventional warheads. The Soviets have also begun testing a considerably
larger, supersonic, long-range SLCM, the SS-NX-24. This missile is not yei
operational. r

3.3 Problems SLCMs Pose for Verification :
|

The characteristics of SLCMs themselves raise problems for verification.

We discuss these characteristics below, and atteript to put them in perspec-
tive for the verification discussion which follows. ?
|

1. SLCMs are relatively small and are manufactured and assembled at

non-distinctive industrial facilities. Covert production facilities of this

type would be difficult to detect with NTM. On the other hand, these

facilities are part of a sophisticated industrial infrastructure a- * wourd

be time.consuming and expensive to duplicate. The explosives . 1d

solid fuel booster make final assembly facilities more difficuit to hide.

!
84“Soviet Nuclear Weapons™ (Vol 4 of the Nuclear Weapons Databook) by T. Cochrnn.
W. Arkin, R. Norris, and J. Sands for the National Resources Defense Council (Harper
and Row 1989) p. 158.
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Further, though SLCMs are small relative to other strategic delivery
vehicles, they are not small relative to available space and other equip-
men? the ships and submarines that they are deployed on. In fact, they
are the largest weapons loaded onto or stored on US SLCM platforms.
SLCMs on US ships are found only in their launchers or submarine
torpedo rooms.

. Nuclear and conventional SLCMs can employ the same airframe. This
is true of the US Tomahawk, and the Soviet dual capable short-range
SLCMs. Two implications of this are:

(a) US nuclear and conventional SLCMs once in their launch canisters,
cannot be distinguished by visual inspection alone. An inspector
with nuclear detection or radiographic equipment would be re-
quired to identify a US SLCM as nuclear or conventional. The
Soviets have only nuclear long-range SLCMs, so distinguishability
is ot yet an issue with these; it is not known whether their short-
range nuclear ship-attack SLCMs are visually distinguishable from
conventional counterparts.

(b) It wouid, in principle, be possible to convert conventional SLCMs
to nuclear SLCMs ir the field. But it is important to point out
that existing US SLCMs have not been designed for this, and
cannot be readily converted. The Tomahawk is considered a com-
plex system, not designed for field maintenance. Each missile is
tested before it leaves the factory and then remains intact un-
til it is fired or returned for maintenance or for recertification
(which occurs every 3—4 years). During the time the missile is in
the fleet, no maintenance is performed and electrical continuity is
never broken. To change a variant {rom conventional to nuclear
would require replacement of the entire front one-third of the mis-
sile, access to the avionics to change additional read-only memory,
and re-establishment of electrical continuity and fuel-line integrity.
Operational confidence would require a complete retest of the mis-
sile, which currently requires rather elaborate test equipment and
well-trained technicians. Admiral Hostettler, head of the Cruise
Missile Project Office from 1982-1986, made it clear that conver-
sation at sea is not intended: “clearly this is beyond the scope of
normal Navy maintenance concepts .... The capability to modify
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variants in the fleet is not planned for the Tomahawk™’. j

It is not known whether Soviet short-range SLCMs are readily
corvertible from conventional to nuclear. It is, of course, imfaor-
tant to determine whether they are. If Soviet SLCMs are also too
difficult to convert ir the field, then the problem of convertibility
is not an immediate one, and could be addressed by placing treaty

constraints on future SLCM designs. j
\

3. SLCMs can, in principle, be deployed on any outfitted vessel. Oiher
strategic systems (e.g. SLBMs and ALCMs) are deployed on dedicated
strategic platforms that can be counted by NTM. Nuclear and con-
ventional SLCMs are dispersed throughout the fleet on nonstrategic
platferms. Verification efforts must therefore be directed at a variety
of platforms. It should be noted, however, that in both the US;and
USSR the SLCMs are deployed only on particular classes of nﬁlftuy
vessels, and that NTM could determine whether other classes werée be-
ing modified to carry SLCM launchers. !

There are severa! operatioral problems associated with covertly de}!:»loy-
ing nuclear SLCMs on nomniiitary vessels. It would be necessary to
equip the ship with launchers, qualify the ship for use of the launch-
. ers, train the ships personnel io target and launch nuclear missiles (or
dedicate trained military personne] to nonmilitary ships), and a;coept
the reduced control over nuclear weapons. Though this is a che'a.ting
scenario which is often raised, the operational risk associated :t with
would be quite high. ‘

I
3.4 Verification Measures |
!

The verification of a SLCM arms control agreement wouid rely ot a set
of measures collectively designed to ensure compliance with the agreément.
and to assure that militarily significant violations can be detected in time
to be countered. A well-designed verification scheme should expose a po-
tential cheater to multiple risks of detection. Verification measures should
drive up the cost of cheating (for example, requiring the cheating p?rty to

"Testimony before the Senate Armed Service Committee, March 15, 1985.
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build a parallel covert infrastructure for production, maintenance and stor-
age, or to drive the cheating party to consider risky forms of covert de-
ployment). Verification measures should make circumvention costly, cum-
bersome and generally unattractive relative to other military options. The
measures should also significantly increase the probability of detection of ar.;
attempted circumvention—they should make cheating difficult to get away
with.

No single verification measure should be expected to carry the full bur-
den of SLCM verification. As a corollary, no single verificat.on measure need
be foolproof. A successful verification scheme will put up a series of barri-
ers, each of which must be circumvented by the cheating party, and which
collectively present a significant deterrent to cheating.

1. NTM, so effective in monitoring ballistic missile silos, are not particu-
larly useful for monitoring SLCM inventories, or detecting covert SLCM
production facilities. NTM can, however, monitor SLCM launchers,
and obtain data indicating testing of modernized SLCMs (which might
have, for example, improved guidance or propuision). An agreement
prohibiting encoding telemetry from SLCM tests would ensure NTM a
role, though covert SLCM tests need not use telemetry. NTM can also
count the number of vessels which have been externally modified to
carry SLCMs and the number of launchers on each of those piatforms.

2. Data exchanges, and the validation of the data exchanged, would estab-
lish baseline conditions and support monitoring of the agreement. The
actual data exchanged would depend on the provisions of the treaty,
but could include location of SLCM facilities, SLCM design data, and
information on the numbers of deployed SLCMs, their platforms and
launchers. It should be noted that time is an ally of validation of
SLCM numbers: over a period of three years, all US SLCMs cycle back
to the factory for recertification; if deployed SLCMs are to be hidden,
they must be hidden through the entire maintenance and redeployment
cycle, and must evade all verification measures during that time.

3. Perimeter portal monitoring at facilitics which are “choke points” in the
path a weapon follows from production to deployment would permit a
count of SLCMs. In particular, perimeter portal monitoring would be
important at final production and final assembly facilities to identify
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and count legally produced SLCMs. The establishment of portal mou-
itoring at these locations would require a cheating party to estabhsh a
separate, covert infrastructure to manufacture SLCMs

4. Radiation monitoring. [This t«: sic will be discussed in detail in Section
6.] Some verification scenarios may require t}:at, somewhere along the
path from production to deployment, inspectors verify that a SLCM
does not contain a nuclear warhead. If inspection occurs at locations
where the inspector has close-in access to a canisterized SLCM, there
are technically feasible approaches to the detection of nuclear matena.l
For example, there is not enough free volume between the warhead and
the canister to shield the warhead from an active neutron detector a
few meters away. .‘

In contrast, remote detection of nuclear material is not consideréd fea-
sible. Although it is perhaps possible to position a detector up to 50
meters outside a ship and detect nuclear material in the warhea"d of a
cruise missile near the deck® successful detection depends critically on
the nuclear materials used in the warhead, and on the cooperat:on of
the other party: very modest shielding efforts could easily dmgulse the
presence of nuclear material from either a passive or active detci-ct.or

5. Tags and seals. Tagging is the process of marking a missile. and/or its

~ canister, so that it can be identified at some later time. A tag for Soviet
missiles would be developed and produced by tie US, and applied by
US inspectors. The tags must be tamperproof, non-reproducible, and
environmental'y stable, and inspectors must be able to check the tags
and describe results without transfer of sensitive technology. Technolo—
gies exist to make each tag unique (i.e. to “fingerprint” each SLCM), or
identical (i.e. to label all the legal SLCMs with a common tag). Some
of these technologies and their uses will be discussed in Sectioﬁ 5.

Tagging by itselt Joes little; but if used in conjunction with other veri:
fication provisions (PPM, short-notice inspections) it could be an effec-
tive means of monitoring legal SLCMs and isolating covert productlon
lines. Covert SLCMs would have to bypass, or be hidden at, every

8The experiment performed cooperatively by Soviet scientists and a U.S. delegnt:on
organized by the National Resources Defense Council (July 1989) on the Soviet cruiser
Slava showed a stror ~ signal at 30 m and a marginal one at 56 m from a §S-12 warhead.
(H. Lynch, private communication)
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location that was subject to inspection, since without valid tags theyv
could be immediately identified as illegal.

To aid in assuring that conventional SLCMs have not been converted
to nuclear, a seal could be anplied to conventional SLCMs. The seal
would not prevent tamperir: or conversion, but on subsequent inspec-
tions would indicate whether it had occurred. The technology exists

"to manufacture tamperproof, unreproducible, durable materials which

could be used to seal conventional SLCMs after they have been verified
to be conventional.

- Inspections. Inspections increase the probability of detection of vio-

lations and increase the effort required for a cheating party to hide
its covert production and deployment. When inspections are used in
conjunction with tagging, they can be effective in isolating clandestine
production and deterring covert deployment. A covert SLCM, a SLCM
without a tag. - "2 Lidden at every stage where there is a threat of
inspection.

(a) Inspections to monitor deployments would play an important treaty
role. A stumbling block in the development of this concept has
been reluctance to allow shipboard inspections on the grounds that
they are unacceptably intrusive and could compromise sensitive
technology, techniques or operating practices. SLCMs deployed
on declared SLCM carriers must be inspected, but we believe that
the inspections could be accomplished without sending inspectors
on board US ships.

US SLCMs are deployed on battleships, cruisers, destroyers, and
attack submarines. The surface ships carry SLCMs in their launch-
ers — they do not carry reloads. There are sound reasons for this
practice. These ships do not have storage space for objects the
size of SLCMs (except in helicopter hangers, whose intericrs are
visible from outside); they do not have large elevators capable of
transporting SLCMs between decks, or the moving and handling of
equipment (such as rated cranes) for objects the size and weight of
SLCMs. There is a need for stringent safety precautions onboard
ships (e.g. fire suppression systems) when storing and handling ex-
plosives (like the solid rockets and fuel inside SLCMs); and there is
a need for nuclear security precautions. Generally speaking, while
it is not physically impossible to store a nuclear SLCM elsewhere
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on one of these SLCM platforms, it is both difficult and hazaraous
to attempt to do so. The constraints are even more stringen't for
US attack submarines: SLCMs cannot be moved into or out of
torpedo rooms of US submarines at sea. |
Although US ships do not carry Tomahawk reloads, SLCMs could,
in principle, be transferred onto these platforms from ammunition
ships at sea. This is not current practice on US surface ships
(in fact, US surface ships do not carry cranes certified for lifting
objects as heavy as Tomahawks). We believe that reloading US
attack submarines at sea would not be a viable practice, as Lhese
do not even reload torpedoes at sea.

Soviet Naval practices and procedures are not well krown, Gut
many of the operational and safety considerations discussed afxbove
must apply. In this regard, it is worth noting thai Soviet short-
range SLCMs are all larger (some much larger) and presuma.bly
heavier than the Tomahawk, and therefore would be even more
difficult to store covertly and transport to launchers. Soviet prac-
tice is to keep nuclear warheads under even tighter control than in
the US. A cheating scenario involving reloads or conversions of So-
viet nuclear SLCMs at sea would run counter to long-established
operational practice. Soviet aircraft carriers may require si)ecia.l
treatment as they may be the one SLCM platform with storage
space and equipment required for covert deployment.

In principal there is a possibility that covertly deployed nuclear
SLCMs could be thrown overboard in order to avoid detection in a
challenge inspection. However this would run counter to both US
and Soviet strict accountability for-nuclear warheads and weapons.
One need only recall the distress caused by the unintentional loss
of a few US nuclear warheads at sea to convince oneself that de-
liberately throwing a nuclear SLCM overboard would only be con-
sidered under singularly desperate circumstances. '

The important point is that since under practical cu'cumsta.nc&n
SLCMs are limited to their launchers or torpedo rooms, mspec-
tion of deployed SLCMs could be performed without sendmg an
inspector on board the ship or submarine. An inspector on the
dock could request that a specified la:.ncher be unioadea, and its
missile brought off the ship for inspection. That mspector could
observe the unloading, then either check its tag and seal on the
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deck, or follow it to a verification facility. Selection of missiles
in a torpedo room could be done remotely using, for example, a
video camera that was lowered through the weapons-loading hatch -
directly to the torpedo room.

The inspection procedure outlined above should have minimal im-
Pact on naval operations. For example, a violation consisting of
the deployment of 50 illegal SLCMs randomly placed in 3000 avail-
atle launch tubes would be detected at the 90% confidence level®
by checking 138 of the missiles (276 for 99% confidence). This
should be compared to the roughly (000 Tomahawks that would
be pulled fror. their launchers and returned to the factory each
year for regulir maintenance if the US deploys 4000 Tomahawks
as planned.

Each party might also be permitted to conduct a certain number
of shipboard inspections to verify that a ship declared not to be a
SLCM carrier indeed had no launchers or SLCMs.

(b) On-site inspections at declared facilities are part of the verification

prctocol of the INF treaty, and could play an important role in
SLCM verification as well. For example, a certain number of short-
notice inspectiors could be permitted at facilities and installations
declared to be associated with SLCM storage, maintenance and
repair, testing, and elimination.
Flight test ranges could be monitored to insure that any SLCM
being flight-tested was properly tagged, and therefore came from
a legal production facility. This would make it more difficult for a
party to qualify a covert production line by flight test, and require
them to choose between the risk of being caught testing a covert
SLCM and the risk of deploying an untested SLCM line.

(c) Suspect site inspections. Each s.de could have the right to inspect
a limited number of sites which they suspect may be engaged in

%This is computed by noting that, for a random distribution, the relation between
confidence, C, in detecting a violation; the total number, N, of missiles deployed; the
number r, of illicit missiles; and the number of checks, S, is given by

N 1

This formula applies for sampling with replacement-i.e., a particular item may be drawn
more than once for inspection. The cotrection for sampling without replacement is negli-
gibie for large N/n > 1.
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covert activity. These would not be “anytime, anywhere” mspfec-
tions, but would allow the sides some latitude in uncoveriig covert
activity. j

|

None of these verification techniques, by itself, is sufficient to verify lim-

itations on SLCMs. The methods may, however, be used in synergistic com-
bination to increase overall confidence in the monitoring of a treaty. i

The success of a verification scheme depends on its cumulative eﬂ'ect in
deterring and detecting cheating. The potential cheater must do more than

evade one verification measure, he must incur the costs and risks of evading
all of them. |

To illustrate the cumuiative effect, consider a verification regime consist-
ing of PPM, a verification facility where legaily produced SLCMs are tagged
and sealed, and a protocol of challenge inspections including inspections of
deployed SLCMs and suspect sites. This is illustrated schematically in anure
3-3. For each measure:

P = probability of successful evasion of a given measure |
C = cost of evasion !
R = operational risk incurred as a result of evasion :

|

(that is, effect on weapon success) :
Note that P = P(C). The more you're willing to pay, the higher your
probability of success, as drawn schematically in Figure 3-4. i

1. At the manufacture and final assembly stage, a cheater has the choice of
rna.nufa.cturing “extra” SLCMs in the existing, legal facility and sneak-
ing them out (probability of successfully evading PPM = Pppy), orin-
curring the cost of establishing covert manufacturing facilities (= Cy).
The probability that those covert facilities will not be detected (by
NTM or suspect site inspections) is given by Py.

J

2. The next verification measure is the checking, tagging and sea.li_lng of
legal SLCMs. This has the effect of labeling legal missiles—any missile
ir. the logistics chain without a tag is immediately identified as ille-
gal. A cheater with illegally produced missiles must either sneak them
into the verification facility as legal (with a probability of success of
Fsvr), allow them (without tags) into the normal logistics flow!(with
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r
probability of success = Py;), or establish a covert logistics chain (with
probability of successfully evading NTM and suspect site inspections
= Pp3). Thereis a cost, C, in establishing and maintaining the covei-t
logistics chain. Note that Psyr can be made quite small by momtonng
SLCMs' progress from ‘he PPM station ta the SVF. !

3. An important, and separate, part of the path from production to de-
ployment is the flight-testing of missiles. A cheater must decide whether
to qualify a covert line through flight test (with an associated proba-
bility, Pr, of not being detected), or to bypass flight test and take the
additional risk, Ry, that SLCMs produced via the covert line may have

undetected problems. "

4. The next phase is deployment. The cheater has the choice of deploying
the illegal (untagged) SLCMs in launchers of declared SLCM platforms
(with a probability of successful evasion = Pp, which depends on the
inspection sampling rate), or deploying them on non-SLCM platforms
- an act which carries a cost = Cp, an operational risk = Rp, and a
probability of successful evasion = Pp,. ‘1

'
|

!
Figure 3-3 shows possible cheating paths, and indicates the probability

of detection (or successful evasion) and both the cost and the possible I:oss
of confidence in the weapon at each step along the way. The overall proba-
bility of successful evasion-both in not being detected and not introducing
operational risk~ is the product of probabilities of success at each stage, a.nd
the overall cost is the sum of costs incurred at each stage i.

l
!
!
!

Probability of P = qup;

successful evasion
Operationalrisk R = 1 —g(1-1r;) }

as a result (3+3)
of evesion |
Cost of C = %6 ;
evasion individual :
Evasion steps i l‘

|
!
This illustrates that no single verification measure need be 100% effec-

tive. In fact, a cheater must recognize that the probability of success i:s no
|
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Figure 3-4. Sharply rising costs with increased probability of successful evasion.




greater than his probability of successfully evading the most effective verifi- f
cation measure. In deciding whether to ch=at, a side must balance the overall
probability of success (or, conversely, of detection) with both the a.dd:tlonal‘
cost and the reduced confidence in the weapon.

|
i
3.5 Verification Regimes for Two Hypothetical Treat}%

Limits on SLCMs ;

Since any verification regime for treaty limits on SLCMs is likely to em-
ploy several complementary verification measures, it is not easy to make
general statements about how such a verification scheme would function. Tc:)
give a feel for the quality of verification that might be achieved in different
cases, it is necessary to consider concrete examples. In this section, we illus:
trate how the suite of verification measures described in Subsection 3.4 could
work together for two specific hypothetical SLCM treaties: 1) A treaty which
bans all nuclear SLCMs (both short and long range), but which contains no
limits on conventional SLCMs;; 2) A treaty which inciudes specific sub-limits
on nuclear and conventional long-range SLCMs, but which does not hrmt
short-range antiship SLCM...

The discussion which follows is based in part on two recent Sta.nford
papers dlscussmg SLCM verification provisions'?. We believe that the ven-
fication schemes outlined below can be implemented without compromising
the policy of the US Navy to “neither confirm nor deny” the deployment of
nuclear warheads on specific ships. :

!

3.5.1 Verification of a Treaty Banning Nuclear SLCMs of Ajll
Ranges |
|

A treaty which would simply ban nuclear SLCMs of all ranges has recen*;ly
aroused interest because it has several practical advantages: |
|

o Because the US has more long-range nuclear SLCMs and the Sovjiet

Union has more short-range nuclesr SLCMs, both sides would havek to

eliminate a comparable number of deployed weapons. !
|




¢ Both sides would have a comparable number of Naval surface ships and
submarines subject to verification. In particular, since the Soviet long-
range SS-N-21 SLCM is currently believed to be deployed exclusively
on submarines, by including short-range SLCMs in the ban one would
bring Soviet surface ships under verification.

o This treaty language would not complicate the START regime by bring-
ing conventional weapons (i.e., conventionally armed long-range SLCMs)
into the treaty for the first time.

¢ The problem of determining how to verify a SLCM’s operational range
would not arise, since the treaty would cover all ranges.

o Ifall nuclear SLCMs were banned, it would become much easier to avoid
compromising the US policy to “neither confirm nor deny” whether
a given ship carries nuclear weapons. Indeed once US ASROCs and
SUBROCs are retired in the early 1990’s, the only nuclear weapons
on board US Naval ships, other than aircraft carriers, would be the
SLBMs aboard strategic submarines.

The verification regime would monitor the treaty-limited SLCMs in var-
ious ways from cradle to grave, starting with production and continuing
through deployment and eventual destruction of SLCMs. The goal would
be to force a side desiring to cheat to establish a whole new, parallel covert
production and testing chain if it vianted to violate the treaty in a militarily
significant way. The establishment of surh a covert parallel infrastructure for
SLCM production and testing would be :nth expensive and risky.

Since the details of the pathe which Soviet SLCMs follow from production
to deploymiii are not available to us, we shall discuss here procedures which
would be applicable to monitoring US SLCM inventories. Analogous, but
not identical, procedures would be developed for Soviet inventories once the
data exchange described in the first paragraph below had occurred.

A proposed verification regime for a treaty banning all nuclear SLCMs
would include the following elements:

1. An extensive data exchange, to establish baseline conditions for verifi-
cation. Both sides would identify the types of SLCMs in their stock-
piles and under development, declare locations of facilities for SLCM
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airframe production, assemhly, and testing, nuclear warhead mating
facilities, SLCM storage ana maintenance depots, flight-test ranges, , :
ship loading depots, etc. Both sides would provide baseline data on '

the number of SLCMs a. each declared site, and would give sufficient |
transit information to allow the cruise-missile logistics flow to be mon- ‘
itored. Both sides would provide specific design data (weight, size,{
range) on SLCMs and their canisters and would -ieciare which classes:
of ships carry the treaty-limited SLCMs. Fin.i'y, vac would agree on'
procedures to monitor the destruction of existing S'.CMs as required!
by the treaty. :

I
!
J

. Perimeter-portal monitoring of all declared facilities that assemble con-,

ventional SLCMs, and of facilities where nuclear SLCMs used to be pro-
duced, if these are separate. (The US has 2 such production facilities|
for the Tomahawk.) : j

. Monitoring of all ST TMs leaving the production facilities, until they

reach a facility at which they would be verified not to carry nuclear
warheads. As an alternative to monitoring in transit, one could tag a.nci
seal the SLCM shipping containers, and then verify that only tagged
and sealed containers enter the verification facility, and that the same

number enter as had left the production facility. |
I

. A facility at which all legally produced SLCMs would be checked tc,L

verify that they do not carry nuclear warheads. This verification facil;-
ity could be at the portal of the production facility or some distance
away. A variety of methods, both active and passive, would provide
acceptable signals if nuclear materials were present in quantities used
in nuclear warheads. This test could be done or a SLCM in its can-
ister, if prior data exchanges had indicated that there was not room
for significant shielding between the SLCM itself and the canister wa.l.
Once a SLCM had been verified to be conventional, its canister would
be tagged for identification and sealed to permit detection of ta.mpe;l'-
ing. Any SLCM discovered during subsequent challenge inspections or
routine monitoring that did not have a legal tag and unbroken seal

would be presumed to be in violation of the treaty. :
|

. Inspections of a sampling of deployed SLCMs, to verify that only treatgr-

approved SLCMs were being deployed. The regime for inspection ,Bf
ships is a sensitive topic, as the US Navy does not want Soviet inspec-
|
f
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1 tors on board its ships. It would be possible to avoid ship inspection
altogether if PPM could be established around Naval ports.

However, this would likely be both impractical and undesirable. Thus
a limited number of short-notice challenge inspections of ships in port,
both Naval and merchant-marine, appears necessary. One could envi-
sion a different number of challenge inspections allowed for ships and
submarines declared to be SLCM platforms and those that are not
supposed to be carrying SLCMs.

It might be possible, however, to inspect SLCMs on declared platforin.
without sending inspectors on-board. As discussed in Subsection 3.4.6,
if one examines US Naval operational procedures and SLCM platforms,
i a case can be made that challenge inspections of US Navy ships in port
' ,3: might be accomplished without sending inspectors on to ships or sub-
s marines. More concrete data regarding the Soviet Navy's operational
2:‘.'.‘- practices are needed before we can make a similar assessment regard-
frii ing challenge inspections of the Soviet Navy’s ships. But based on
kN our present knowledge we think that Soviet Naval ships'® might be
inspected remotely as well, since there are typically few large storage
areas with enough volume and access to hide a SLCM. The inspection
L 3 of a sampling of deployed SLCMs would verify that those sampled had
legal tags and undisturbed seals.

Challenge inspections of merchaat ships suspected to be carrying un-
declared SLCMs would have to take place with inspectors onboard
ship, but since these ships are not supposed to have military missions,
presumably there would not be cause for the side being inspected to
object. (An exception might be Soviet trawlers on offshore intelligence
missions, but this case could be taken care of via a limited veto-power
over challenge inspections of merchant ships.)

6. A limited number of short-notice challenge inspections would supple-
ment the monitoring of the production chain. Declared SLCM infras-
tructure facilities subject to challenge inspections could include pro-
duction, storage, and maintenance facilities, declared test ranges, etc.

19%f a treaty inctuded a limit, not a ban, on nuciear SLCMs it might be reasonable
to eliminate inspections of subs because the incsntive for chesting by adding additicnal
SLCMs to these platforms is rather low: since there is limited space available, deploy-
ment of additional SLCMs could only be done at the expense of other important military
systems.
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In addition, undeclared suspect land-based sites would be subj ject to a
limited number of short-notice challenge inspections. The purpose of
these would be to deter or detect the development of a covert produc-
tion chain for SLCMs.

f

7. Verification of elimination of existing nuclear SLCMs. The inventory of
treaty-limited SLCMs that is already deployed must also be tagged and
sealed. This could be done at a declared facility and on a time-scale
agreed upon by both sides. In addition, US cruise missiles are feturned
to a service facility every few years for maintenance and testing. PPM
inspectors at the declared service facility would verify the removal of
the tag and seal from an incoming SLCM canister on the way in, and
re-tag and seal it on the way out. Depending on the specific language
of the treaty, SLCMs in the service facility might be removed i’rom the

accounting system once their tags had been removed. !
|

Most of these elements have already been discussed in more detail in
Subsection 3.4. For this treaty regime, convertibility of conventional SLCMs
to nuclear ones is a pivotal issue. However because there are no pertmtted
nuclear SLCMs in this regime, many of the steps of the vmﬁcat:on process
become considerably less complicated. '

In the present study we did not undertake to decide whether a treaty
regime with no nuclear SLCMs would be acceptable or desirable from a mil-
itary point of view. However, we were struck by the considerable diversity of
opinion we encountered on this subject among the military staff with whom
we spoke. Several individuals emphasized that nuclear SLCMs gn}e the US
Navy added operational flexibil'ty. But we heard no clear consensus ou ei-
ther a strategic or theater mission for long-range nuclear land-atta.ck SLCMs,
and since US nuclear SLCMs are not currently in the SIOP, their mle in the
overall nuclear deterrent posture is 2ot clear at present. Perhaps we were
not in an appropriate forum to hear a full and authoritative discussion of
these issues. Nevertheless, we think it would be valuable at this time to
undertake a careful reassessment of the military role of nuclear land-attack
SLCMs, relative to the military (and political) advantages to be gmned from
eliminating the comparable Soviet threat. ;
|

i
|
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3.5.2 Verification of a Treaty with Separate Sublimits on Nuclear
and Conventional Long-Range SLCMs

The treaty would not apply to short-range SLCMs, so provision must be
made for verification of the ranges of declared SLCMs. A crucial compo-
nent would be the specific range limit below which the treaty would allow
SLCMs to operate. This range limit should be low enough that one could
not covertly couvert a warhead from conventional to nuclear, and use the
consequent enhanced range (due to the smaller volume occupied by the nu-
clear warhead) to exceed the agreed-upon limit. The range limit should also
be low enough that one could not covertly enhance the propulsion system
of a short-range SLCM, either nuclear or conventional, to boost it into the
long-range category. One would need to agree upon a clear criterion, such
as an “as-tested” rule, that would establish the range of a SLCM class for
purposes of the treaty. Prohibition of the encryption of flight-test data would
aid in range verification if an “as-tested” rule were adopted.

The monitoring regime would begin at the point of SLCM production. All
completed long-range SLCM airframes emerging from declared production
facilities would be given tags, which would be checked at a perimeter-portal
monitoring station and counted under the treaty limits.

In current US practice all of the SLCMs, botl. conventional and nuclear,
then follow roughly the same route, although they are mated with their
warheads at different points along that route, The first stop after the pro-
duction facility is a final assembly facility where the airframes are fueled and
attached to their solid-rocket launch boosters. Conventional SLCMs also re-
ceive their conventional warheads at this facility. Since the facility handles
high explosives, flammable fuel, and solid-rocket motors, it is of necessity
distinctive in that it is specially equipped and located away from populated
areas. Both conventional and nuclear SLCMs are loaded into their canis-
ters before emerging from this facility, although the nuclear versions are still
without warheads. The closed canisters would be tagged leaving the facility.
PPM would count the canisters leaving the facility, and verify that all the
tags on the airframes entering and on the canisters leaving the facility were
intact. '

The producing country would declare canisters leaving the facility to be ei-
ther nuclear or conventional. (Recall that nuclear SLCMs would only receive
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their warheads at a point later in the chain, but for the purposes of counting
they would be declared to be nuclear when leaving the fueling facility.) It
is desirable from the point of view of the security of nuclear warhead design
to avoid radiographic or other close probing of nuclear SLCMs. Therefore,
limits on nuclear SLCMs could be verified by counting total tagged SLCMs
leaving the facility, and by subtracting the number of verified conventional
SLCMs from the total. '

PPM inspections using nondestructive techniques, such as active or pas-
sive radiation detection, would verify that those SLCMs declared to be con-
ventional do not contain special nuclear materials. This might be done at
a facility adjacent to the portal of the fueling facility. A variety of radia-
tion detection techniques would be technically feasible (see Section 5 of the
present report), if inspectors were given access to the exterior of the SLCM
canister. Once a canister containing a conventional SLCM was verified to be
nonzuclear, it would be tagged, sealed with a tamperproof seal and counted.
PPM would count the tagged and sealed canisters leaving the facility:

Those SLCMs destined to receive nuclear warheads would be declared
nuclear, and their canisters would be tagged but not sealed. They woul:d then
be counted under the sublimits of the treaty. They would then be transported
to the facility at which the nuclear warhead is mated with the SLCM airframe.
At the entrance to this mating facility, PPM would verify that all entering
SLCM canisters had authentic tags, so that covertly produced missiles could
not be brought into the facility for nuclear warhead mating. When exiting
from the mating facility, the canister of a nuclear SLCM would be given a
tamperproof seal, whose intactness would be verified by PPM inspectors.
After this stage all SLCMs, both conventional and nuclear, would beltagged
and sealed. |

In this scenario it would be necessary to make the tags of canistej!rs con-
taining nuclear and conventional SLCMs indistinguishable from one another,
in order to avoid compromising the “neither confirm nor deny” policy of
the US regarding use of nuclear weapons on specific ships. Since all tagged
SLCMs would already have been counted against the treaty limits dufring the
production chain, in a system using identical tags the goal of an inspection
would be to verify that all SLCMs had legitimate tags and intact seals.
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A potential weak point of the above verification scenario is the pdssibility
of conversion of legitimate conventional SLCMs to illegitimate nuclear ones
in time of escalating crisis. In times of normal relations between countries, it
is likely that the application of seals, together with the threat posed by chal-
lenge inspections of ships, would inhibit conversion of conventional SLCMs
to nuclear ones. But as long as conventional SLCM designs have enough
space inside to allow installation of a nuclear warhead (as does the Toma-
hawk}, the possibility of conversion to nuclear in time of escalating crisis is
a potential problem. PPM and NTM might deter a covert production line
for airframes, but there is nothing in this verification scenario to prevent
the production and stockpiling of extra nuclear warheads for SLCMs. In a
crisis, the seals on conventjonzl SLCM canisters could then be deliberately
broken, and in principle the extra stockpiled nuclear warheads could be used
to convert conventional SLCMs to nuclear ones, creating a scenario for rapid
breakout from the treaty regime. This is not practical with the current U.S.
Tomahawk design, but it is important to establish whether it s impractical
for the Soviets, and to take steps to ensure that it will be impractical in the
future,

Most importantly, it will be very important to get more information about
whether the convertibility of Soviet SLCMs is an issue. Although most of the
older Soviet SLCM models exist in both auclear and conventiona! implemen-
tations and are hence potentially convertille, these SLCMs are short-range
(from 50 to 550 km). If the range limits - f the treaty are such that they
are not included in the treaty limits, then their convertibility is not an is-
sue for the purposes of a treaty limiting long-range SLCMs. The new Soviet
long-range land-attack SLCM, the S§-N-21, presently exists only in a nuclear
version. If no conventional version is planned, then convertibility is also not
an issue for the present long-range Soviet SLCM force.

Secondly, it will be important to decrease the inherent convertibility in
the design of conventional SLCMs. As discussed in some detail in Subsection
3.2, the US does not at present have the capal'ility to convert a conventional
Tomahawk to a nuclear one in the field, and US Navy operational personnel
we have spoken with say that they find it quite implausible to imagine doing
so in the future, for operational reasons. Nevertheless, it would be an im-
portant step to include in the treaty language a provision that future designs
of conventional SLCMs should be inherently nonconvertible to nuclear, as
discussed for ALCMs in Section 1 of thjs report.
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It should be noted, however, that the question of the convertibility of
the present short-range Soviet SLCM force re-emphasizes the importance
of careful consideration of the range limit for a treaty limiting long—range
SLCMs only. It would be desirable to have a gap between the upper limit of
the range of Soviet short-range SLCMs (around 550 km) and the lower limit
for the definition of “long-range” treaty-limited SLCMs, so that the Soviets
could not covertly convert a conventional short-range SLCM to a nuclear
version, and use the consequent enhanced range to turn it into a long-range

SLCM. Concrete schemes to verify SLCM range limits are an area that needs
further thought and analysis.

It is apparent from the length of this discussion that the overall ~=rifica-
tion regime for a treaty with sublimits on nuclear and conventional long-range
SLCMs is going to be complex and intrusive. This stems from the fa.ctgthat
the delivery vehicles are small in size, are manufactured in industrial facil-
ities that are externally similar to many in the civilian economy, and have
many platforms from which they could potentially be launched. None of

the verification measures by itself is adequate for such a situation; hence the
complexity.

3.6. Summary ' !

We have described the problems and possiblilities for verifying lumts (or
bans) on SLCM deployments, starting with an analysis of how much and
what kind of verification is required in view of the nature and limits of the
threat they pose. It is shown that effective verification would rely on a
set of measures collectively designed to ensure compliance and to assure
that militarily significant violations can be detected in time to be countered.
No one measure alone can meet these requirements for SLCM verification.
The verification regime for two hypothetical treaty limits on SLCMs are
considered in detail: a ban on nuclear SLCMs of all ranges and seba.rate
sublimits on nuclear and conventional long-range SLCMs. |

|
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4 A FORMAL DIALOGUE (PQC) TO AS.-
SIST VERIFICATION OF MOBILE LAND
BASED MISSILES |

|
|
|
|
|

4.1 Application of PQC to Reservations on Whlcll
Mobile ICBMs are Deployed

The U.S. requires reliable knowledye of Soviet compliance with the restric-
tions that START would place on mobile ICBMs. This section describm a
verfication protocol (called PQC for partition, query, and challenge) to meet
this requirement. 1t is designed to complement our existing mtelhgence" and
be minimally intrusive. At the same time, it would place any Soviet violation
at risk of exposure; for material violations that risk would be great.
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PQC specifies a U.S.-USSR dialogue which exploits our necessarily lim-
ited knowledge of Soviet activities. Engaging in this colloquy mag‘niﬁes the
probability of exposure if subterfuge is present. The situation is familiar
to all prosecutors: a well conducted investigation of persistent wrong doing
should yield an indictment - at least one for perjury.

-:i-;_....,w\.n;»“-
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Importa.nt information is available from intelligence sources and National
Technical Means (NTM). This information is independent of anything new
that the treaty apparatus will provide. From the standpoint of de@erﬁng
violations, it is particularly useful since the Soviets will not know exactly
what it reveals. We should structure verification to exploit this information to

the fullest and supplement it where necessary by a treaty sanctioned exdlange
of information,

The verification protocol will be symmetrical in outline and phiiosophy
(aithough different in detail if the two sides adopt different mobile. missile
basing modes), so we treat only American verification of Soviet missiles.
We presume START will specify reservationg to which MICBMs will be re-
stricted. PQC can be formulated to apply only within these reservations or
alternatively it may be applied to the entire national territories. We cons:der
these cases sequentially.

“Qur naticnal technical means (NTM) alteady provides an accurate count of ICBMs
in fixed siloa. I

|
1
|
!
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Suppose START permits N operational mobile ICBM’s (MICBM’s) with
various sublimits dependent on MIRVing. Once an MICBM is mated io
its launcher it is presumed operational and would be restricted 1o specified
reservations comprising the MICBM deployment areas and the transporta-
tion routes connecting these to Production, repair, and storage facilities. The
Soviets would partition their MICBM reservaiions into a total number M of
disjoini blocks. The number of blocks M would be specified by the treaty,
but the Soviets would draw the partition. To fix the idea, we will take some
“ball-park” numbers. Let N = 200 be the total permitted number of oper-
ationa] MICBMs, and M = 40. Up to, say, 12 times a year, but no more
than twice in any 30-day period, we would ask the Soviets to label their par-
tition. Within 6 hours they must supply the exact number N; of MICBMs
in each block B; (of course TM N <N ) and guarantee that these num-
bers will not change for three hours. At this point, the Soviets have given
us a block-by-block census but no missile coordinates. Within an hour the
US could choose a box to query. Then the Soviets would have one hour to
supply us with the exact locations (and any other agreed upon information,
e.g., MIRVing counts and/or identification tag numbers) of the N; MICBM’s
in that block.'? If this information is consistent with our expectations based
on NTM and other knowledge, the cycle may end there. If however, we have
independent information of suspicious objects or activities elsewhere in the
block we have selected, or occasionally at random, the U.S. would move to
the next step, a challenge.

While queries are roughly monthly, challenges would be limited to a
smaller number, perhaps 15 in a 3-year period. The U.S.S.R must fix any
ICBM within the challenged block for two weeks and during that period al-
low our inspectors access to that, blick for the purpose of investigating any
aspect of possible START treaty violations - particularly the presence of an
undisclosed missile. Such access should be limjted only by the USSR'’s legit-
imate needs to protect military secrets not connected with potential START
violations. The rapid pacing of the steps labeling the partition, query, and
challenge ensures that normal operational motions of ICBMs will not be ma-
terially disrupted except in the event of a challenge. And even then only the
objects in the challenged block (in our example, perhaps one fortieth or 2-
1/2 % of the force) are pinned. In a challenge the USSR would undertake to

2In our numerical example, on the order of only § = 200/40 missile locations would be
revealea during a query, i.e. N; & 5.




expedite rapid access to any points within the block and a small grace-region
beyond its perimeter. An advance party of the inspection team should arrive
at the point of concern as soon as possible to freeze “ground truth”.

The protocol PQC would necessitate few operational restrictions except
within a challenged block. In particular, giving the USSR 6 hours to take
the census of MICBMs in each block allows them to maintain a highly decén-
tralized knowledge of specific missile locations. Such decentralization m.lght
be rega.rded as essential to security. |

The Soviets would prefer to keep a rough parity among the number? of
missiles in each block since by challenging a block labeled with a large ' N
the U.S. could temporarily pin that number of missiles. In our example,
the Soviets might decide to keep each N; between 3 and 7. Bunching of
russiles can be avoided through logistics or by changing the partition. The
Soviets would be free at any time to change the partition while reta.i:ﬁng
the total number of blocks M. They could respond to the next requestffor
labels by presenting a new partition complete with numerical labels N;| A
particularly straightforward, but in no way mandatory, organization of the
MICBM force would be to divide the command into 5 wings each comprised
of 8 squadrons. Each squadron, though operating in close proximity (w:thm
several kilometers) to the 7 others in its wing would stay in its own block
B;, making each N; = 5 again on the assumption M = 40 and N = 200 If
missiles of different blocks are near each other, as in this example, it waI be
necessary to define the partition with some accuracy.

The definition of an accountable MICBM must be precise. Both sidesiwill
wish to retain many extra missiles at production facilities as spares and for
test flights. These would not be included in the block totals N; since they
are not operational. It must, however, be ensured that these “extras” cannot
rapidly become operational. For this launchers must be tightly control}ed
very few spares can be permitted and those that do exist should not be
permitted near missile storage areas. Also the storage of extras and the
design of launchers should be restricted so that rapid reloading is not possl,ible
In this way, the MICBM coupled to its launcher becomes a natural umt of
threat and one susceptible to regulation.

Does PQC meet the rather complex constraints of secrecy? The locations
of mobile missiles are supposed to be secret - that is why they are moblleﬁ Yet,
|
!
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the inspected side must be willing to convey information on its mobile missile
deployments (and on other inatters related to production and stockpiling) if
they wish to establish that numerical ceilings have been respected. However,
they will be reluctant, and properly so, to convey information which could
be used to target their mobile missiles. Inspection demands a compromise
- it is difficult to imagine inspecting or verifying a missile without knowing
its location. The inspected side must be willing to disclose the location of a
small and rotating fraction (perhaps 2 % to 5 %) of its mobile missile forces.
It is worth noting that both navies live with coraparable but greater vulnera-
bilities as earh ballistic missile submarine spends a substantial fraction of its
life cycle in port. We will argue through a simplified model that revealing the
partition and its labels does not increase the vulnerabilities of the USSR 's
(or the U.S.’s) missile force.

There is another aspect of secrecy. For the inspecting side it is costly
to reveal a suspicion derived from intelligence when this might be traced to
its sources. Also we do not wish to instruct the Soviets in the strengths
and weaknesses of our NTM by establishing a routine in which we frequently
pinpoint the site of greatest concern. The preceding protocol would enahle
our intelligence community to pursue a suspected violation without revealing
its exact location. For example, suppose a possible illicit missile came to our
attention but upon making the appropriate block query its coordinates were
announced in good order; then no further action would be required. Only if
the results of the query appeared to confirm a suspicion, e.g., if the “hidden
missile” was not associated to any of the supplied coordinates, would we
have to visit the site. Thus we avoid disclosing what is bothering us - and
thereby revealing aspects of NTM and/or other intelligence methods - in
the first round. This substantially reduces the exposure to our intelligence
methods. If the suspicious object lay outside the Soviet MICBM reservation
PQC, as described above, would not play a role. Such concerns would be
brought to the appropriate consultatory committee. Alternatively START
could anticipate such concerns by incorporating a more extensive application
of PQC in which the pariition blocks, taken together, covered the entire
Soviet Union. The costs and benefits of an extended nationwide PQC are
considered in Subsection 4.2.

We consider two questions quantitatively:




1. How much is the vulnerability of the deployed force of MICBMs in:
creased by information revealed by the PQC protocol?, and

2. Would violations be discovered with high confidence in a timely fash-
ion? i
To answer the first question we must specify a hypothetical attack. This
is done in the context of a simple two-person grme. In this game, moblle
missiles become tacks on a game board which we -ake to be 40 squares w:de
and 100 squares long. Each of the 40 columns corresponds to one block B,
and each of the 100 squares per block is assumed to represent a possible axm
point for an attacker. The mobile force of N = 200 missiles is scattered over
the 40 x 100 = 4,000 squares. Taking two scenarios, we consider attacks c}f
1,000 and 2,000 warheads and assume unit (100 %) probability of killing a.ny
MICBM on a warhead-targeted square. Player 1 is faced with the problem of
maintaining the security of his MICBM force, i.e. tacks, while Player 2 may
at any time release a first strike against these. Player 1 hides 200 tacks on
squares of his choosing (one tack per square) and at any moment Player 2 may
“attack” by declaring, all at once, 1,000 coordinates, (or for the larger ﬁrst
strike, 2,000 coordinates) among the 4,000 possible. Tacks on these squares
are removed. After the attack the expected number of tacks remaining is 150
and the standard deviation of this distribution (so-called “hypergeometric”)
is computed ip the Appendix (Point 1), to be 6.0 (in the second case ore
expects 100 tacks remain and the standard deviation is 6.9). If Player 1 is
not restricted to placing only one tack per square, the distribution be.omes
Gaussian with mean still 150 tacks remaining, and standard deviation 6.9,
(in the second case, 100 and 9.7 respectively). These are the results in the
absence of the PQC protocol.

Now applying the protocol suppose Player 1 agrees, upon request, to label
his rows, that is to tell Player 2 exactly how many tacks are on each rew of
100 squares, but not on which squares. Suppose, for simplicity, Pla.yﬂr 1
elects to put 5 tacks on each row and divulges this information to Player 2,
There are two observations: |

(1) In informing Player 2 that the deployment of tacks consists of exactly
five on each row Player 1 has revealed information. This information and an
honest response to a query facilitates verification but it cannot be used _by
Player 2 to increase the expected number of tacks he can remove by more

i : J
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than 4.75 (see Appendix, Point 2), It is true that the revealed information
allows Player 2 to adopt “low variance” strategies, for example, by sweeping
10 (or in the second case 20) complete rows, but he cannot materially increase
his expected return. In any real world application, this possibility of variance
reduction is certainly masked by larger uncertainties not incorporated into
the model. Thus the agreement to label rows is verifiable without material
compromise in security.

If the row labels are unequal, i.e. for some N; > 5, the expected harvest
of tacks is higher. This is for two reasons, First, a relatively larger number of
locations can be discovered by query. And second, the attacker could saturate
those rows with large labels, NV; > 5. The second effect, while quite strong in
the model, would be less sharp in practice; different partition blocks would
contain basing areas of different sizes and shapes; some would require more
warheads to saturate than others. Nevertheless, there will be an incentjve
to adjust either the announced partition or the operations of MICBM:s to
produce a rough equality of missiles per block.

(2) Turning to the second question, Player 1's compliance with this agree-
ment can be verified with rapidly (exponentially) increasing certainty if at
intervals Player 1 is required to reveal a row of Player 2's choasing so that
both can see if indeed only 5 tacks are on the row. We assume that Player
1 may redistribute his tacks after each inspection. If even one extra tack is
present, there is a 50 % chance of finding it on the row revealed by Player 2's
query after 27 random inspections (see Appendix, Point 3). If even as few
as 10 extra tacks are hidden raadomly in this model, only 8 inspections will

reveal a violation with 90 % confidence.

Of course, finding illicit missiles will not be.so easy as in this elementary
model. Illicit missiles would be handled very carefully. They would not be
randomly distributed, and would not be easy to locate within a challenged
block. In fact, neither the hiding nor the seeking would be random since our
queries would be guided by intelligence, which was ignored in the preceding
model. Nevertheless, Soviet query responses will rapidly become a body of
evidence from which inferences may be drawn. If our NTM spots even a single
mobile missile per month and upon our query its coordinates are confirmed,
then after a year we would begin to believe that either the Soviets are within
about 10% of their ceiling (see Appendix, Point 4), are very good at hiding
only an (illicit) subset of their missiles, or are very good at knowigg just what
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missiles we have and have not seen. The third possibility credits the Soviets |
with an unrealistic ability to penetrate or manipulate our NTM. The second |
possibility should be approached in a quantitative manner. If, for example, :
we thought the illicit missiles were 5 times harder to spot, after three years,
we would have 95% confidence that the percentage of illicit missiles was:
smaller than 30% (see Appendix, Point 5). After one year we would ha.ve’
63% confidence. This considers the query only. ‘

A challenge inspection always has the potential to turn up somethiné
unexpected. The area of a block might be extensive but the relevant linear
measures, miles of road and rail, would not be great. Suppose that there
is at least a 50% chance that an illicit missile will be discovered?® during a
challenge inspection if one or more illicit missiles is hidden within the block:
If only 25% of the blocks contain hidden missiles the chances that at least
one would be found during 12 random inspections is 80% (see Appendlx,
Point 6). Thus, query and challenge reinforce each other.

While elementary statistical models give only clues to the strengths and
weaknesses of a verification scheme, they suggest that the partition-query-
challenge format (PQC) would operate effectively within a complete venﬁ-

cation regime for MICBM’s. |

Since there are many ideas of what verification means and how it might Se
accomplished, it is instructive to augment the issues of secrecy and certamty
already discussed with a thumbnail list of other virtues and vices. i
[
It is undersirable to establish verification procedures which: :

1. are likely to generate false alarms,
2. are so invasive as to invite accusations of collateral spying,

a

3. are so demanding or complicated that accidental abrogation is likety,
or |
|

4. would be suspended in a crisis - increasing suspicions at precisely the
wrong time. '

13The Soviets would almost certainly prevent the literal “discovery” of an illegal missile
by a ground team. But the required obstructive behavior would tell its own story. Thus
the 50% shouid be treated as probability that the Soviets would fail to fool our inspectors,
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The list of virtues is shorter: (1) transparency - it should not be difficult
to understand how (or that) the protocols work, and (2) economy - the less
cost the better.

PQC must be judged against these standards when appli=d to real MICBM
deployments which might be selected by the U.S. and USSR, viz. carry-hard,
rail-mobile, road mobile within reservations of various sizes. Whichever de-
ployment scheme(s) the USSR chooses for basing its MICBMs, we must be
convinced that illicit missiles cannot be surreptitiously shuffled out of sight,
perhaps into an adjacent block, when we make a challenge. In our favor is
that the challenger controls the time and place (and therefore the weather
conditions} of the challenge. If they illegally overdeployed, the Soviets could
have no confidence of winning such a shell game. Furthermore they would
have to win every time to avoid detection.

Each type of deployment presents different practical problems for PQC
since the partitions will have different geometries, and the number of, and the
separations between, individual missile aim-points will vary. As illustrated
by the above numerical examples, the conclusions are not very sensitive to
such details. Furthermore, we have described PQC as a stand-alone protocol
for counting MICBMs. Ia order to provide added confidence that no iilicit
MICBMs are being deployed, the PQC protocol could be supplemented by
perimeter-portal monitoring of declared production sites, with all deployed
missiles being tagged by one of the means discussed in Section 5. Also,
special notification of transit could be required to move missiles from their
production facilities to their deployment areas. We would practice watching
these movements and as our skill increased so would our ability to detect
any similar movements between any illegal production facilities and illegal
deployment areas.

So far we have considered only verifying limits on the number of opera-
tional missiles, not the number of warheads carried on each one. Warhead
numbers in the past have beer, determined primarily by counting the maxi-
mum number deployed during test flights. The current proposals to count the
actual number deployed will require more intrusive and sophisticated mea-
sures, such as nuclear detection, or radiographic tomography as described in
Section 6. This raises difficult issues of protecting bomb design secrets and
of ensuring that the MIRV count cannot be substantially increased either
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covertly or in a rapid “break out™. Because of their suceptibility to detec-

tion by NTM, missiles on launchers are among the easiest objects to regulate

with a PQC protocol. To regulate warheads with PQC would require much

adaptation. The difficult problem of warhead limits was not futher pursued
in this study. '
!

4.2 Extension of PQC to Nationwide Partitions

We come to the second more extensive formulation of PQC. The Soviets
(and symmetrically the U.S.) would be required to partition their entire
national territory into M blocks {again M might be 40). Each block would
contain a small piece of a missile reservation and a large chunk |of other
territory. A typical block B; need not be connected. Large country:covering
blocks would have ramifications beyond MICBM counting. A block query
with the possibility of a follow-on challenge could probe any aspect of a
START violation with more or less subtlety. Suppose, for example, a factory
with a possibly illicit output came to our attention. We might Irquet'y its
block and watch for visible changes in its operations. If illicit activities are
in progress, the query - and more so a challenge - would be very stressful to
the Soviets since they would not know until the last moment if their factory
had been identified or if the block had been chosen at random. As before,
the indirectness of PQC protects intelligence sources. f

Whatever the strengths cf a more comprehensive PQC, these must be
balanced against its liabilities. Inspectors roaming large territorial blocks
represent a double edged problem. The inspectors must beljeve that noth-
ing important to their work is being concealed while at the same: time the
host country must protect legitimate military and proprietory secrets. The
potential for generating false issues and suspicions is great and the danger
that these couid lead to a breakdown of the treaty cannot be discounted.
Verification is the foundation of START and as such should be possessed of
the maximum stability. In particular, it should be capable of withstanding
the collapse of Glasnost and Perestroika. If it is judged that an application of
PQC limited to missile reservations is sufficient to achieve militarily effective
verification, then this course is safer in the long run than more extensive and
intrusive schemes. As a means of implementing the PQC protocol, overflights
by aircraft, as recently proposed by President Bush (see Section 7)‘ would be

|
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useful-—and particularly if nationwide application of PQC were judged to be
necessary, such overflights would be an important supplement to NTM.

4.3 Summary

PQC engages the participants in an exchange of information for verifying
limits on deployment of MICBMs. The PQC protocol relies on partitioning
the deployment reservations and allowing for regular queries plus occasional
challenges. It is designed to complement and make careful use of existing in-
dependent means of intelligence, to be minimally intrusive, and to ensure that
any substaatial violations would be at high risk of exnosure without revealing
targeting information that would compromise security of the MICBM force.
The protocol can be applied exclusively to allowed deployment reservations
or nationwide,
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Point 1 |
We use E to denote the average or expected value of a random variable. The
variance is the expected value of the square of the variable minus its "mean.
Variance describes the “spread” of a distribution. Similarily, covariance de-
scribes the relatedness of two random variables. The standard dev:atlon of

a variable is the square root of its variance.

Suppose we have a total of N squares and m squares are marke(fi with
a tack. Suppose we make n “blind draws without replacement™. Let T be
the total number of tacks drawn. In our model N = 4,000,m = 200, and
n =1,000. T is the sum of n random variables, T = 3"} I,, where Ik. =1if
a tack is drawn on the k*} try and I, = 0 otherwise.

n f
E(T) = ):E(m=3’3 :

var(t) = Zva.r Ie) + 3 _ cov(l;, Ii)
J#k

but m m |
var(ly) = 21 - 2 |

and

cov(lj,1k) = E(I; = E(L))(L - E(L)) = E(I;Ii - LE(I) - LE(L;) + E(I;)E(I))

| 2
= E(I;1:) — E(L;)E(I) = Prob(I; = 1)Prob(; = 1{I; =1}- —E—,‘-

2 !

(2m—1) m* X
NN-1/ N2 !

So
m m m-=1 m
w(d) = g [(1-Fro-0) (FH-F)
Lmn(a)
~ N N/ TN {
Gaussian part” “nonreplacement part” !

In our model the variance is var(T) = 1,000(0.05)(0.95)(3,000/3, 999).

The standard deviation is s = (var(T))'/? = 6.0. |
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Point 2
If the location of 5 tacks is known on a board with 4,000 squares, then the

expected number of tacks removed by an attack covering 1,000 (or 2,000)
squares is:

195 195
5+ 9953,_966 = 54,75 (5 + 1,995m = 104.75) .
Knowing the location of 5 tacks increases expected number of tacks removed
by 4.75. In this arithmetic, the denominators are 3,900 since the squares on
the revealed row - except for the 5 with tacks - need not be attacked.

Point 3

If one extra tack is present the chance that a random inspection will pot
reveal it is 1 — 1/40 = 0.975. Thus the chance of passing 27 consecutive
inspections is = (0.975)*” = 0.50. For 10 extra tacks and 8 inspections the
corresponding numbers are 1 — 10/40 = 0.75 and (0.75)® = 0.10.

oint,
In an undifferentiated population of (1.1)N missiles , i.e. with an illicit pop-
ulation of 10%, the chances of a query response legitimizing an observed
missile is N/(1.1)N = 10/11 = 0.9091. Since (10/11)'?* = 0.32, the chance
that twelve consecutive missiles would be legitimized is 32%. If the popula-
tion were larger than (1.1)N, the corresponding probability would be even
smaller.

Point 5
We assume that 30% of the MICBMs are part of an “illegal” population and
that at least one missile a month is observed. The block containing that
missile is queried. The chance that an observed missile is lega.l:W"'.,’f:,-:_o—30

0.921. The chance that over 36 months, the queried block will report only
legal missiles is {0.9210)% = 0.05; the chance is about 0.37 after one year.

~

Point 6

According to our assumptions, the chance of passing one challenge is < (1 —
(0.25)(0.5)) = 0.875. The chance of passing 12 consecutive challenges is =
(0.875)'? ~~ 0.20.

Boint 7

Finally technical comment is in order. In a purely mathematical sense, the
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first player in our game will reveal approximately 8.4% of the total mforma—
tion needed to specify his deployment upon transmitting a labeling md:cat.mg
that 5 tacks are present in each row. Information, in this sense, is measured
as the minimal length of a number which could possibly code a given gitu-
ation. As we have seen, this information by itself is of absolutely no usie. in
targeting. However, it is not impossible that in the presence of some ot._her,
unspecificd information, the labeling might have a slight (no more than and
almost certainly much less than 8.4%) incremental effect on the expected
return. For this reason it is reassuring to make the following calculation.

Using Sterling’s formula, the log,, of the number of ways of placingf 200
tacks in 4,000 squares is: |
i

4, 000! N 4,000%%° 10704

|
%B103003. 8001 © 2g0T © 180 10460¢~299 /27 - 200
= 260.4 4+ 87.2 - 1.5 = 346

The log,q of the number of ways of placing 200 tacks, with 5 ta.cks on
each row is: |

~ 40 (logw lg? ) =40 x 7.92 = 317.
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5 TAGS AND SEALS

5.1 Introduction

This section addresses possible applications and various technologies of
tags and seals. When applied to nuclear SLCMs, the role of tags and seals
is simply to verify limits on numbers, including a possible ban as discussed
in Section 3. Other applications present more difficult problems that are
not amenable to such a direct approach. One of these of current major
interest at START is verifying that no mobile ICBMs are illegally deployed.
This is a problem of determining numerical limits in designated deployment
regions without compromising the uncertainties in the actual locations of
mobile ICBMs, on which they depend fcr survivability, and at the same time
verifying that none are illegally deployed in proscribed deployment areas. We
describe a range of tagging concepts and technologies that might be employed
in either or both of these applications.

A tag is a unique identifier, impossible to duplicate, associated with each
treaty-limited item (TLI) of an arms control agreement. A seal is a mecha-
nism for attaching a tag to the TLI in such a way that any attempt to remove
the tag will alter it in a permanent way that is detectable when the tag is
next read. It is not always necessary, or even desirable, to seal a ‘ag to the -
TLI. A good name for an unsealed tag is “proximity tag”. A proximity tag
must be kept close to the TLI (just as your driver’s license must be kept with
you when you are driving) but it need not be permanently or even physically
attached to the TLI. The proximity tag must be produced upon a legitimate
“query” from the opposing side (as when the traffic cop asks for your license).
The required proximity depends on the time allowed between the challenge
and the verification, and this depends on the system being verified.

A tag can either be a “unique tag” or a “class tag”. A unique tag, applied
to a TLI, distinguizhes that TLI from all others, even of the same type. It is
a true “serial number”. By contrast, a class tag simply identifies its TLI as
one of a certain class of TLIs, for example SS-24's or Mobile MX'’s. There are
arguments both for and against implementing each kind of tag. Unique tags
furnish a greater degree of verification confidence, but they also reveal to the
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inspector relatively more intrusive details of a TLI’s logistic trail — where
a particular TLI has been, how often it is moved, overhauled, etc. iBelow
we will comment on which tag technologies lend themselves to unique; versus
class tags. In general, it is hard to have physical tags avoid being unique —
even if unintentionally — since the inspecting side can make surreptitious
note of small physical differences among tags. On the other hand, proximity
tags (as defined above) are intrinsically nonunique (class) tags, sinlée they
validate whichever single TLI, of the designated class, they are in proximity
to. Even if the proximity tags are uniquely identifiable, the tag holder may
choose to have one less TLI than the number of tags. The floating of this
loose, legitimate tag throughout the system wiil free the proximity tags for
a vast shuffle, if the holder thinks such is desirable. |

“Electronic tags” are physical tags based on the established tecllmo]ogy
of tamperproof microchips. By a combination of passivating and antietch
coatings, the information stored in a chip can be rendered secure, even against
sophisticated laboratory attack. The tag can be pewered by batteries or else
by induction fields only at the time of interrogation, and it is the size of a
wristwatcn. It can be designed for remote readout. All such verification tags
for both the US and the Soviet Union could be physically identical and made
to specifications openly shared and inspected. Electronic tags can use either
a cryptographic algorithrn, or else a one-time pad. An illustrative example of
how they would operate with the latter is as follows: each tag would b:e loaded
at the factory, by means of an interface similar to the IR remote colntrol for
a TV set, with two lists of 1000 random numbers, each 8 digits (bytes) long.
In principle, the US would load twice as many chips as are required to attach
to the Soviet TLIs and for each chip attached would keep an identical chip
loaded in paraliel with the same numbers and with the same serial number.
After 1000 number pairs were loaded, the chip would switch a.uto:ina.tica.lly
to another mode in which it would remain forever, in effect “burning the
bridges” which made loading possible. In this verification mode, the chip
would respond with one number in the second list when queried with the
corresponding number in the first list. The tag would thus have a li;fetime of

1000 quenes. f

A “virtual tag” is a set of procedures that can substitute for a.: physical
tag. Recently several groups have begun to use the term Secure Registration
System, or “SRS” in place of the term virtual tag. It.can perform ‘the same
tasks required of the physical tag, without requiring that any object be placed
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on or near the treaty-limited item (TLI). A virtual tag might consist of an
encrypted text containing the identity and locations of a TLI—conceptually,
a single line in a table of data. If one side (say the U.S.) requested that the
Soviet Union demonstrate the compliance of a particular TLI at a particujar
site, the S.U. could comply by supplying the key that decrypts the portion
of the text that contains the required information about that particular TLI,
or about a TLI nearest to a specified location. Since each TLI would have
its own key, decryption of the location of a particular TLI would not help
allow the decryption of the locations of the other TLIs. Of course there must
be strong safeguards that the encrypted virtual tag neither compromises a
TLI’s location (that is, before a challenge) nor can be made to validate more
than one location (that is, after a challenge). We discuss these issues below.

A “seal” provides a means of ensuring that a tag remains attached to
- the TLL. In most cases, the seal is simply some kind of physical glue of a
sort believed to be unremovable by surreptious means. There are established
sophisticated technologies for seals, utilized by the diplomatic and intelligence
communities. The purpose of the seal can be either simply to attach the tag,
or also to insure that some component of the TLI itself has not been disturbed
(e. g. that a weapons compartment “as not been opened). In the latter role,
a seal based on current technology might be a multilayer adhesive tape with
a hologram (like those on credit cards) embedded in it, designed to tear apart
if the tape is tampered, and perhaps also with a unique fluorescent signature
(see below),

For electronic tags, fiber optic technologies might be utilized to make
seals that are more highly tamper resistant. The underlying idea is to have
a loop of fiber optics with both ends terminated on a tamperproof, pow-
ered, microchip. The chip sends coded interrogation pulses, one every few
microseconds, through the loop of fiber. If the fiber is ever broken (even for
a fraction of a millisecond), the chip permanently erases itself and powers
off.

The fiber optic loop can, at installation, be threaded through any desired
path; in effect, a hatch door can be “sewn” shut by the seal. Alternatively, a
fiber-optic “stringbag” knotted with a gross mesh of several inches and with
the fiber clad with a layer of plastic as protection against dirt, water, etc.,
could be a generally useful type of physical seal. The “stringbag” or purse
could enclose a missile, or missile canister, with its mesh (several inches)
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large enough to accommodate mounting or handling bolts for servicing, but
sufficiently small to prevent changes of TLIs, such as the substitution of
nuclear for conventional warheads in cruise missiles. |

!

5.2 Attached Physical Tags

Many types of physical tags are under development, and have been i:i‘triefed
to us. We include a partial list below, with a short comment on each one:

o reflective particle tag (RPT), also known as “glitter paint”, sma.ll‘ flakes
embedded in a plastic matrix. The most widely discussed of the tags,
largely because it is inexpensive, and has received the most effort

¢ scanning electron microscope (SEM) images of tags or TLI s‘urface.
Present technology cannot duplicate the sub-micron structure ivisible
in these images. Portable SEMs are under development. i

o holographic correlation. A holograph of a TLI surface is co::hpa.red
with the original; differences smaller than a wavelength of light can be
discovered by the distortion of interference fringes. Its vulnerablhty is
discussed below. . .

o subsurface ultrasonics, shows the structure of a seal in three dimf.lnsions.
This method can also help assure a tag has not been removed :

¢ eddy current scanning, shows voltonic structure in 3-D. Three‘dlmen-
sions are more difficult to duplicate than two.

e geologic crystal acoustic microscopy; flaws in crystals cannot be dupli-
cated with any known method. Sealing presents a problem because of
the large size of the crystal; most of the crystal can be removed.

o fluorescent fingerprint. Ratios of spectral lines when illumina.teﬂ under

different wavelengths depend on the physical history of the tag as well

as the chemical makeup. The amount as well as the spectrum must be
measured to make sure material from one tag has not been shared.

e DNA signature.

78

A e i G AN S ISR



e electronic tagging, possibly using cryptographic methods, discussed at
greater length in what follows.

The goal of a tegging system is a tag that is too expensive to be dupli-
cated or otherwise defeat. Rather than asserting that a “tag is impossible to
duplicate™ it is important to try to understand and assess the effort neces-
sary to negate it. Once a tag is developed, it is important that a “red team”
attempt to remove the tag from the surface, and/or see if they can duplicate
the tag. A red team differs from the design team in that they receive credit
and recognition by breaking the tag. They are thus fully motivated to apply
their creative abilities to showing that a tag is insecure. This is essential
because we must anticipate that another Party to the treaty will eventually
have a red team attacking the tag system, and that it could be of substantial
military value to them to defeat the tagging.

AN

Red-teaming must be used to attack not only the physical tag itself, but !
also the procedures that are to be used to verify the tags. For example, if
an instrument is brought into the field in order to provide a semi-automated
check of a tag, it might be easier for the tag holder to alter the instrument to
give a false positive reading (claiming a tag is acceptable when it is a phony).
The bholographic tag, for example, depends on the presence of “fringes” in
the superimposed images; it might be possible to attack the imaging system
to produce false fringes. We do not believe that simple protocols (such as
keeping the instruments under the control of the inspecting team) can satis-
factorily address this issue. As anyone who hz studied the art of stage magic i
knows, protocols can give a deceptive sense of security, and an experienced
magician knows how to “misdirect” so that the subject is entirely unaware of
the fact that the protocols have been violated. The red-team must include a
person skilled in misdirection to assess the seéurity of semi-automated read-
out schemes — with the one exception of electronic tags, which do not involve
instruments on-site.

So far the only tag of those listed above that has received substantial
red-teaming is the reflective-particle tag (RPT). Red-teaming can continue
even after a treaty is in place; the treaty should have a provision for replacing
tagging systems which are demonstrably insecure.

Although electronic tags have not been extensively investigated, the meth-
ods of cryptography have received many billions of dollars of effort. A tremen-
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dous amount is known about what it takes to break an encrypted message. : !
Our national security already depends on the assessment that our highest
level encryption methods are effectively unbreakable. As we discuss further
in the section on ‘virtual tags”, encryption for these tags is even more se-
cure. Thus we think it is fair to say that encryption methods have received
an enormous amount of “de-facto” red-teaming, much more than any of the
other tagging methods listed. Because this enormous éxperience can be im-
mediately brought to bear on the electrcnic tagging problem, because direct
access to the tag need not involve physical contact, and because of the sxm-
plicity of the electronic tags, they are a very promising approach.

Since the goal of tagging iz to make it prohibitively expensive for the
tag holder to duplicate, it is best not to depend on any one technology
. but instead to use a combination. For example, one might use a “tnad" of

RPT, fluorescent fingerprint, and electronic tagging. A portable scanmng

% electron microscope could be used to image the sub-micron surface, but this

would be a last resort, if our other tags indicate something is wrong,; but

the tag holder insists they are in compliance. A scientific or technological

breakthrough might compromise any one tagging method, but it is unlikely

that several different methods, based on different physical principles, w:ll all
be broken. '
I

Various “surface feature” tags have been proposed, but, over time, tech-
niques for reproducing surface features on the sub-micron scale will be de-
veloped, fa.clhtatmg the forgery of tags based on surface features.

Sub-surface acoustic techniques should be pursued vigorously as a 6oun-
termeasure to undercutting and removal of physical tags. We reoommend
further Red Team experiments on underr'uttmg

|

5.3 “Proximity” Tags !
Consider next the application of a “proximity system” in which the itag is
not physically attached to the TLI. In this case what is required is to verify
the proximity of the tag to one and only one TLI-hence the alternative name

“inertial seal.” '

|

|
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The key advantage of a proximity tag (apart from the fact that it is
intrinsically a class tag-if this is deemned advantageous) is that it can be larger
than an attached tag, say briefcase sized. As a result it can contain secure
communicating and/or tamperproof motion-sensing electronics to support
the challenge protocols.

Having a tag which can communicate to the outside world (only when the
host country specifically enables it to do so, of course), has very significant
verification advantages; it allows challenge verifications to be cheap, timely,
and frequent. The in-country inspection team need not be transported to
the site of a challenge; or (at its opt,lon) it can be tra.nsported to a small
fraction of challenged sites.

For example a proximity tag could consist of a small module containing an
electronic microchip and a UHF transponder. The treaty would require that
the proximity tag, with its unique microchip, be kept within some distance
(say tens or a hundred meters) of the TLI. The transponder could respond to
queries simply via a whip antenna (no microwave dish is required). Because
of the simplicity of the transponder, it is reasonable to require that, when a
challenge is issued, the host country be required to power it up and ready
it for remote interrogation within a few minutes. This quick response, of
course, is not only possible but it is necessary, so that there is insufficient
time to transport a proximity tag from a remote location. Quick compliance
guarantees that the proximity tag is close to the missile, and makes sealing
unnecessary,

The location of the transponder with its proximity tag (or proximity tags)
could be determined by an orbiting system similar to Geostar, consisting of
enough satellites that one or two of them is within receiving range. From
the known position of the satellites, and the-round-trip travel time of the
signals, a computer on the ground could verify that the transceiver is at the
specified location to the required accuracy of a few tens of meters. (Note
that it is not necessary to locate the license, only to verify that it is roughly
the expected distance from the satellite.) All the processing to determine
position is done with a computer on the ground. Not many bits are required,
%0 a very low power ground transceiver (a few watts) is sufficient. By doing
pre-computation, the tag should be able to respond in nanoseconds.




I
f
|
|
|

The system could be implemented with just one or two satellites, or w’ith
piggyback systems on other satellites (as is done with Geostar). Full coverage
is not necessary, because the U.S. gets to pick the time and place that it makes
the queries, so it will make the queries when it has adequate coverage with
the existing satellites. It would be impractical for the other party to try to
move tags to match the satellite coverage.

An alternative to allowing the proximity tag to communicate is to giv'e it
a tamperproof motion sensor and clock. In that case, when the inspec?ion
team finally does arrive at the challenged site, they verify that the proximity
tag was not moved to its present location after the time of the challenge.

5.4 Secure Registration System/Virtual Tags
r

Finally we consider Secure Registration Systems (SRS}, i.e. a proce«i:lure
that does not require that any object be placed on or near the TLI and
yet performs the same tasks as a physical tag. The idea was introdiced
by Thomas Garwin (OTA report AAC-TR-10401/80; February 1980), who
called it a “virtual tag.” A virtual tag might consist of an encrypted text
containing the identity and location of a TLL If one side (say the U.S.) re-
quested that the Soviet Union demonstrate the compliance o: a partiéula:
TLI at a particular site, the S.U. would supply the key that decrypts the
portion of the text that contains the required information about that pa.rtlc-
ular TLI. Alternatively, the U.S. could request that ths Soviets supply the
key applicable to the TLI nearest to a specified location. Each TLI would
have its own key, so decryption of the location of a particular TLI woultlil not
help allow the decryption of the locations of the other TLIs.

SRSs have the advantage that they are inexpensive, easy to implement,
and based on a technology (encryption) that has been extensively studied
and red-teamed. Because they do not require on-site inspection (except as an
adjunct) they have many of the advantages of the proximity-system electronic
tags.

There are at least three possible objections to SRSs that must be an-
swered:

!
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1. We would be handing over to the otler side encrypted information on
the location of all of our TLIs in a certain class. If they could break the
encryption then they could use this information to target our TLIs.

2. There may be a way to cheat by letting the same encrypted message
stand for two or more TLIs rather than just one.

3. Tc implement SRSs we must give the other side some knowledge of
what encryption schemes we consider unbreakable, and such informa-
tion could be useful to them.

Of course the national security of the U.S. already depends on the se-
curity of encryption, since many Top Secrets are protected only that way.
Furthermore, several important features of the SRS scheme make it more
] secure than most other problems that use encryption, and which answer the
- objections listed above. They are:

1. Each message has its own key. The breaking of a single key would
give the location of only a single missile, and would not help in the
decryption of the locations of the other missiles.

2. There is no need to distribute the keys. In ordinary cryptography, the
keys must be known by both the sender and the receiver, and thus
there must be at least one copy for everybody that is communicating.
Key distribution is a primary vulnerability for one-time pads. For the
SRS problem, a key would never be distributed until a valid query was
made by the other side, and then it could be sent openly. Until then,
each key could be kept at the location at which it was generated. (One

- 3 could arrange that not more than 10% of the keys were generated at
f ’ any one location.) Since the keys would be kept only by those who
- 3 already knew the locations of the TLIs, the existence of these keys

does not increase the security risk.

3. The messages and the keys can be changed at frequent intervals, per-
haps once every hour, or cnce every day. This is particularly easy to do
since the keys do not have to be distributed, and the encrypted mes-
sages can be sent over completely open channels. The changes record
updates in the position of the TLI, although they should also contain
minor changes in the text (such as the time at which the message is
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encrypted) that would change the ciphertext even il the location were
unchanged. The information contained in the mersage only has value
for a limited time, i.e. until the TLI is moved. Thus any scheme to
break the encryption, if it is to have value to the ene'ny, would have to
be accomplished in a time short compared to the time it takes to move
a TLIL i

4. The message could be encrypted with a non-invertibie (one-way) pro-
cedure. This is similar to encryption, but it has the feature that there
is no known way (other than message exhaustion) to invert:it. In other
words, given the key and the encrypted message, the message itself stili
cannot be recovered; however application of the key to the true mes-
sage can be used to authenticate the validity of the encrypted messasge.
We might require that Soviet messages be passed through an American
encryption method (such as the GES) prior to the application of the
Soviet non-invertible method; this would counter the fear that, in prin-
ciple, the other side might deliberately devise a method whereby two
potential missile locations could be encrypted (using diﬂ'er:ent keys) to
produce an identical output, thereby using each line of texli to validate
two missiles. !

5

Actually, there is a continuous spectrum of possibilities between physical
proximity tags (at one end of the spectrum) and SRSs (at the other). Start,
for example, with the motion-sensing proximity tag described ?bove. Now
instead of incorporating a motion sensor, it is exactly equivalent to require (by
treaty memo of understanding, or MOU) the following procedure: Whenever
the host country moves the proximity tag to a new location, it must “tell”
the tag its exact new location (for example in the geographical coordinates of
the Global Positioning System or its Soviet counterpart). The tag, which has
a tamperproof clock, records this information in secure fashion:. How does
the inspecting party know that the proximity tag was not moved? Simply
by verifying, at the time of physical inspection, that the tag is in fact where
it thinks it is-and that the location is timestamped prior to the chailenge.

One quickly realizes that the location entered into the proximity tag can
in fact be the location of the TLI validated by the proximity tag, not its own
location. The inspection team then verifies that a challenged TLI's actual
location was timestamped by that TLI's proximity tag. But now it makes
no difference whether the tag is close to the TLI or not! All the proximity

i
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tags could be at a single location, in Moscow (say), or (for the US) in SAC
Headquarters in Omaha.

Imagine this room full of briefcase-sized proximity tags, one per TLI
What services are they in fact providing? Only these three: (1) they are “to-
kens” in one-to-one correspondence with TLIs; (2) they allow the respondent
(host) country to change and record the location of his TLIs at will, without
telling the challenging country that he has done s0; and (3) they allow the
challenging country to verify—but only after a challenge— that the location
was in fact correctly, previously, recorded.

The final step to a SRS is the realization that these three functions can
be performed without using any hardware at all, purely as a protocol that
exchanges encrypted “digital signatures.” The “tokens” corresponding to
TLIs are simply a fixed number of entries into a data base maintained by the
host country at a location of its own choosing. The host country enters the
location of his TLIs (or an encrypted form of that location) into the database
whenever he relocates a TLI. The challenging country receives regular “digital
signatures” for each entry in the database. These do not allow him to know
what is in the database, but they do allow him—subsequent to a challenge—
to verify that the missile location was previously recorded.

Since the concept of SRS can take some getting used to, we will elaborate
with some level of detail:

Suppose that there are N TLIs in some particular class (e.g. rail-mobile
missile), numbered by i = 1,2,...,N. The tag for each TLI is a (unique,
random) bit sequence T;. The sequences T; are public, and known to both
parties.

The location of each TLI is expressed as a bit sequence L;. Each party,
in his role as respondent, maintains current knowledge of the locations of his
TLIs; that is, he keeps up to date the N sequences (T}, L;). (For security
reasons, he may not wish to keep all the sequences at any one location or
accessible to any single individual; that is allowed.)

Whenever the respondent changes the location L, of a TLI (or more often
if he wishes to prevent “traffic analysis”) he is required to telecommunicate to
the challenger a “digital signature” of the new sequence (T;, L;). This digital
signature does not enable the challenger, under any conceivable circumstance,
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to determine L; for himself; in fact, the set of L;s for mobile TLis are the
respondent’s protected secrets of the highest order. The digital :signature
does allow the challenger to verify, later, after he has issued a challenge and
the respondent has produced the “tag” in the form of the sequence (T, L),

that the produced tag has not been altered from what it was when its digital
signature was last sent (before the challenge). |

The problem of generating digital signatures so securc that they can be
trusted not to convey the information that they authenticate (i.e. ot to re-
veal the location of our mobile missiles) is—perhaps surprisingly—a straight-
forward cryptological exercise. A possible general technique, is first, to en-
crypt the sequence (T}, L;) by an extremely secure encryption technique {e.g.
one now certified for secrets of the highest sensitivity) and, second, to send as
the signature only a small fraction of the encrypted bits. This ensures that
even in the extremely unlikely event that an adversary were able to find a
flaw in the encryption algorithm, he would still be lacking a valid ciphertext
to work backward from. It is important to note that each TLI's location is
encrypted with a different key. Multiple encryption is allowed. If desired,
the list of TLI's can be divided into ten (say) sublists, with each list’s digital
signature generated by a different mathematical algorithm or combination
of algorithms. Below, we give some additional technical discussion on the
generation of digital signatures, ;

For definiteness, here are some specific scenarios under the pro:tocol pro-

posed here. '

1. So as to avoid vulnerability to espionage, it is prudent that exact cur-
rent locations of US mobile missiles will not be known centtl'ally. Sup-
pose that each Wing Commander knows the location of missiles under
his command. Whenever a missile is repositioned, he forwards to NCA
digital signatures of the new location, along with some additional val-
idation bits verifying to NCA that the signatures have beeé correctly
computed. [

2. NCA removes the additional validation bits and adds an I‘additiona.l
layer of encryption of its own, whose key is changed hourly. Once per
hour, on the hour, NCA transmits the list of digital signatures, through
treaty-agreed channels, to Soviet verification authorities. Since NCA’s
encryption key changes between each transmission, all sign;atur are
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different on each transmission. This denies the Soviet side any knowl-
edge of whether US missiles have or have not been relocated. Crypto
keys are of course not transmitted. (A Wing Commander’s keys are
not even known to NCA.)

3. Every hour on the half hour (say), NCA or appropriate US authorities
receive the Soviet list of digital signatures.

4. Suppose the US challenges a particular missile (“where is it?"), or geo-
graphic location (“what is the valid tag number of the micsile there?").
The USSR must then provide an exact location, tag numbet, and crypto
key corresponding to that missile’s most recently transmitted signature,
We use these quantities to compute a signature and to verify that it
matches the transmitted one. On-site inspection may follow at our op-
tion up to a maximum number agreed to at the negotiating table. For
this procedure to work it is crucial that, in practice, a single tag could
not validate more than one missile and location (see section below).
Since digital challenges are much cheaper than on site inspections, we
can use many more of them, and achieve a much higher confidence in
Soviet compliance.

5. If the USSR issues a valid challenge under the treaty, the US Wing
command is queried by NCA to provide a specific location and key.
These, along with the additional key added by NCA, are forwarded -
to Soviet authorities, who verify that the data match our previously
transmitted signature and that we are treaty compliant.

5.4.1 Fuzzy Locationa: An Additions] Security Against Targeting

The encrypted message need not contain sufficient information for the
Soviets to target our missiles, but only enough information for them to be able
to verify treaty compliance. There are several ways to do this. Conceptually
the easiest is to give only partial information about the location of the TLI
in the encrypted message. For example we could give them just the latitude
but not the longitude of the TLI. (We don't advise this one; it is just the
simplest.) Another possibility is as follows: instead of giving the location
of the TLI, the message would only state that the TLI is within a specified
rectangle, with dimensions of 10 meters by 10 kilometers; this is useful for
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verification, but too broad a region to target except with many warheads.
Alternatively, the message could give ten well-separated small locations, but
not say which one contains the TLI. An incompletely-specified location is
called a “fuzzy location.” If we ask the Soviets to validate the compliance of
a TLI that we have spotted at a particular location, they must immediately
(within a few minutes) deliver to us the key to décrypt the message that
contains that location. We might then want to check the entire fuzzy region
(using intrusive measures, such as on-site inspection, if necessary) to make
sure that there were no other TLIs present. (If there were, their number
should have been disclosed to us in the decrypted message.) Most of the
time on-site inspection would not be necessary, since we get to pick the areas
for verification. We could choose at our discretion an area that i is ent:rely
visible to NTM.

A second way to give the Soviets sufficient information to verify but not
to target, is to deliver to them only a subset of the required biis. Instead of
delivering just the key to the Soviets when they query a particular location
or TLI, we would then deliver to them the missing bits and the Ley. (It is
still necessary that the sum of the number of missing bits and bits in the
key be less than the number of bits in the message that was sent, in order to
assure the validity of ihe original message.} A location might be presented
as 32 bits {16 each) for latitude and longitudc; the eventual digital signature
might be several times this length.

5.5 “Tell-Me-Your-Closest” Protocol F

|

“Tell-Me-Your-Closest” is an example of a protocol that relies on a combi-
nation of physical tags and challenge inspections to verify limits on MICBMs.
It differs from the SRS scheme of the preceding section which relies primarily
on electronic data exchange via cryptographic keys rather than verifying au-
thenticity of physical tags. In this sense “Tell-Me- Your-Closest” i:s another
concept of MICBM verification that has both challenge and tags as essential
physical elements. As in the PQC protocol it is designed to make effactive
use of independent intelligence information but in a manner tha.t protects
both sources and methods. ,
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Under this scheme, the parties to the treaty agree as follows: (i) They
agree on a common geodetic model, so that locations on the Earth, and
distances between locations, can be specified to an accuracy of less than 10
m. (ii) Each agrees to masintain real-time knowledge of the exact location
of his oum TLI's. (iii) They agree on a number N (or fraction F) cf TLI's
whose locations will be revealed by the protocol to be described; and on a

time T sufficient to relocate, and hide, a TLI of known location. Typical
values might be F = 10%, T = 30 days.

The challenge-and-response is as follows: The challenger, at a time of his
choosing, specifies an exact location on Earth. This location can, but need
not, be close to the location of a suspected TLI. The respondent must (i)
immediately (e. g. within seconds or minutes) provide the location and tag

* number of the geodesically closest TLI to the challenged location — whether

this location is close to, or is distant from (e. g. hundreds or thousands of
kilometers) the specified point; (ii) Within a specified, prompt, time allow
on-site verification (or remote interrogation of a proximity tag) to determine
that the revealed TLI is a licensed one.

The declared TLI now becomes a part of the location-revealed fraction F.
It remains so — and may not be relocated — until released by the challenger.
Once the challenger has filled his full quota F, he can make new challenges
only be releasing a TLI and waiting a time T (30 days) for its location to be
deemed uncertain. The number of allowed chailenges per unit time is readily
calculated: for a force of 1000 tagged TLIs, with F = 10% and T = 30 days,
about 3 challenges per day could be issued. Challenges will be viewed as
routine occurrences, not as accusations of violation.

To see how this protocol works, we consider several different scenarios
and their possible challenge strategies:

e Suppose that a general deployment area is known to the challenger,
but be suspects that untagged, illegal missiles are mixed with the legal
in that area. Over a period of days (say) the challenger issues repeated
challenges of a singie point, approximately centered in the missile field.
As successive closest (tagged) missiles are revealed, the radius of the
region svsceptible to on-site inspection grows. When the challenger
believes it to be large enough to contain an illegal missile, he invokes
an on-site inspection. Since the challenger uses up more and more of
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his pool of location-revealed missiles with successive challeng&:s, he is L} :
deterred from extending the radius more than he needs to. |

Arguably a side intending to cheat would remove any illegal missiles
before the inspection team could arrive on-site. The protocol, however,
forces the removal of all illegals at a time and geographic loc::ttion of | 4
the challenger’s choosing, without warning, repeatedly over tlme Such
surreptitious removals would be very expensive compared with the cost £
of a challenge (which might or might not be followed up by| on-site 3
inspection), and they could not reliably escape eventual detection by ¥
overhead surveillance and other means (including on-site r.vidlence of
recent missile siting). Cheating should thus be deterred. .
. | L

o Suppose that by overhead surveillance, or HUMINT, a challenger knows : Y
the location of a particular illegal missile, but does not want, at that b
time, to reveal his knowledge of that location with any precision. He
issues a sequence of challenges to “random” points, including one close
to — but not closer than should occur by chance — the illegal missile’s
location. When the respondent fails to declare the illegal missile (by
instead declaring a legal missile more distant from the challenge point),
the challenger has begun to build a case that a violation exist;‘i.

In fact, a graduated series of implicit messages can be sent to the
respondent by returning and challenging nearby points — zloser than
could occur by chance 10% of the time, followed by closer than could
occur by chance 1% of the time, etc. Deniability is maintained during g
such a series and specific capabilities are not revealed — su,‘ch series
could be conducted from time to time around points of no pfarticula.r "
interest — but the respondent will be brought to appreciate that he is

caught in a violation. On-site inspection could reasonably follow. ;i'i
|

o Challenge points can deliberately be chosen to be as distant from any
known missile deployment areas as possible. The missile declared in i

response will thus be quite far away, defining a large circl‘é that is

s iy - ..
=2 B

-
£

X represented as having no missiles in it (tagged or untagged).' The ob- :

-y servation by any means of any missilé within this area then becoma a 5

& treaty violation. |

,f In summary, a “Tell-Me- Your-Closest” protocol, provides a means for ;

t leveraging surveillance capabilities and (relatively expensive) on-site i

% inspections: First, because even a modest degree of surveillance capa-

* bility can be an effective deterrent against cheating — this is because
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the responden: does not know whether any particular challenge loca-
tion is backed up by a surveillance observation, or indeed whether the
challenged point has any particular geometric relation to the point at
which an illegal missile is suspected. Second, because some sequences
of challenges will putatively precede an on-site inspection — thus forc-
ing a cheater to respord to a (cheap) sequence of challenges with an
(elaborate and potentially observable) relocation of illegal missiles, even
when no on-site inspection subsequently takes place, and repeatediy.

5.6 Summary

The actual implementation of tags and seals would depend on what kind
of TLI is being verified. They could be = useful supplement to PPM to
confirm that nonnuclear SLCMs have not been converted to treaty limited
nuclear SLCMs or that unauthorized numbers of nuclear SLCMs have not
been deployed, as a result of unknown production sites or of in-service con-
version of warhead types. Possible implementations of such a tag and seal
procedure for verifying limits on nuclear SLCMs were discussed in Section 3.
They can be used for verifying limits on MICBMs without providing essential
targeting information that would compromise the survivability of the missile
force. In this application virtual seals or physical seals joined with challenge
inspections are applicable.

In designing a tagging and sealing scheme it is important to avoid op-
erational and technical complexity and high costs while at the same time
maintaining confident, tamper-proof, and non-overly intrusive procedures.
This is not easy, but it is important to begin understanding the full poten-
tial of tags and seals which are likely to be integral components of future
verification schemes for START. '
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6 RADIATION DETECTION |

6.1 Introduction ‘ ;

Radlatlon monitoring will likely be an important element of any treaty
limiting nuclear SLCMs. Penetrating radiation (neutrons or v-rays w:th en-
ergies greater than 100 keV) can be used to determine that a SLCM warhead
18 nuclear or nonnuclear without disassembly of the weapon or damage to its
clectronics. Radiation monitoring can also be used to determine the num-
ber of warheads on a MIRVed ballistic missile. We do not consider! that
application here. ‘

Radiation monitoring can be passive or active. In the former case, intrin-
sic radiation emitted by uranium or plutonium in the weapon is detected. In
active detection, the warhead compartment is exposed to interrogating ra-
diation generated by an external accelerator or radioactive source, enabling
one to ascertain the presence or absence of a nuclear warhead by the peculiar
response of special nuclear materials to the incident radiation. Radiation
monitoring may or may not produce an image of the warhead and its sur-
roundings, depending on the techniques used. As with all verification tech-
niques, there exists :ome tension between the desire to positively identify a
treaty limited item, and the reluctance to reveal technical information about
such items. We discuss these issues further below after describing the vanous
options for radiation detection. :

In this discussion we address primarily the technology for detem“ﬁning
whether or not a given SLCM is carrying a nuclear warhead. Frequent false
negatives will undermine confidence in the verification procedures, while fre-
quent false positives will cause more challenges than might be desirable.
Several factors determine the utility of any particular radiation scheme for
SLCM verification: '

o Counting time required (a function of the sensitivity of detectors, sngna.l

strengths, and background levels) :

F

o Access required (proximity to the warhead required. for emplacmg de-

tectors, etc.) |
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e Ease oi setting up necessary equipment
¢ Vulnerability to spoofing (concealment of a nuclear warhead)

o The degree to which design details of a nuclear warhead might be re-

vealed.

6.2 Passive Detection

8.2.1 Detection of Plutonium

Passive detection of plutonium in a nuclear warhead is best done by
searching for neutrons emitted by the izotope 4°Pu. This isotope has a
spontaneous fission half-life of 1.3 x 10!! yezrs and emits on the average 2.15
neutrons with each fission!. Five kilograms of Pu in a warhead thus gener-
ate 4.5 x 10%y neutrons per second, where 7 is the isotopic fraction of 2%Pu.
Although the fissile isotope of Pu is ®°Pu, 2*°Pu is invariably present as a
contaminant. Typical levels are 9 > 4 x 102, implying the production of 10°
neutrons per second or more in a typical nuclear warhead.

- The fission neutrons are emitted with characteristic energy ~ 1 MeV,
but are thermalized and attenuated in the material surrounding the warhead.
About 10 % of the neutrons will escape the warhead.("?) As the natural back-
ground flux of thermal neutrons is 10-2-10~3/ an?sec, a reliable detection of
a warhead with Pu can be made in ~ 1 sec at a distance of ~ 1 m. This has
been demonstrated in measurements on actual warheads.

Passive neutron detection has the advantage of not revealing weapon de-
sign details, as the diffusion-like process the neutrons must undergo to escape
the warhead blurs all but the coarsest geometrical information. However, it
is possible to shicld these neutrons. For example, depending upon the degree
of moderation already provided by the high-explosive and other materials
around the plutonium, several centimeters of a boron-loaded hydrogenous

This is the most important radiation for passive detection. Gamma-rays are also
emitted by plutonium but suffer considerable seif-attenuation il the bomb of plutonium
coptains a significant amount of depleted uranium because of their relatively soft energies.
Table 6-1 gives the predomizant emissions for uranium and plutonium isotopes. Linear
absoprtion coefficients for the gamma-ray lines are iisted in Table 6-2. The attenuation
length for gammpo-rays is the reciprocal of the linear absorption coefficient.
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Table 6-1

PRINCIPAL RADIATIONS FROM URANIUM AND
PLUTONIUM iSOTOPES

GAMMA RAY LINEAR ATTENUATION COEFFICENﬁ‘S

LU Ty ™H¥py, T0p.,

.| Gamma-Ray 144 (7.8 x 10°) 743 (7.1) 129 (1.4 x 10°) | 160 (3.4 x 10%)
energy in keV 163 (3.7 x 10%) 766 (2.6) 375 (3.6 x 10%) | 642 (1.1 »2 10%)
(intensity in /s per | 186 (4.3 x 10%) 786 (4.3) 414 (3.5 x 10Y) :
gram of isotope) 02 (8.0 x 10%) 1001 (7.5) |

205 (4.10 x 103) !
Neutron fission 1.1 x 10~ 1.4 x 10-2 2.3 x 1072 9.9 x 10
spectrum (intensity) !
in n/s per gram of g
iostope _
Other Radiations Bremsstrahlung | Bremsstrahlung | Bremsstrahlung | Bremsstrahlung
|
|
Table 6-2

Absorbing Material

Gamma Ray
Euergy in keV_ (Source Isotope) | High Z Mat. (typically U) | High Explosive (C, N H,0))
141 (®*Pu) 4 = 60 cm™T w= 027 cm™
186 Gead ) 32 0.24
375 (®9Pu) 5.9 ! 0.19
414 (¥°Pu) 4.9 7 0.18
642 {(*°Pu) 24 ' 0.15
766 (B2U) 1.9 0.14
1,001 (*20) 14 0.12




material could be ussd to attenuate the neutrons significantly. It might also
be possible to avoid detection of a warhead containing plutonium by using Pu
depieted in *°Pu, although great effort would be required o reduce n below
a few percent. Finally, it is also possible to utilize only higaly enriched ura-
nium in the fission stage, thereby suppressing a neutron siZnature completely
although at a cost in weapon efficiency as measured by the yield-to-weight
ratio. '

6.2.2 Detection of Uranium

For uranjum detection the best passive technique is to measure gamma-
ray emissions!®. One wants to focus on the highest energy emissions since
these are least affected by self-shielding in the primary and a.e best able to
penetrate the material surrounding it. The fissile isotope is ®°U but it emits
no high energy gamma-rays (Table 6-1). In contrast the isotope #3U emits
7.5 hard gammas (1 MeV) per gram per second. Bnth =nriched (**U ~ 7%}
and depleted (¥*U ~ 100%) arznium are used in nuclesr devices, generating
0.5 and 7 gammas per gram, respectivaiy (Teble 6-2). The absorption lengths
of these gamma-rays in iron, leud, and uranium are 2.3 cm, 1.4 cm, and 0.84
cm, respectively. Simple models? of warheads predict emergent fluxes of
roughly 10° gamma-rays per second, a level that can be detected easily using
either scintillation or semiconductcr detectors.

Shielding of 1 MeV gamma-rays is difficult in view of the ranges given
above and the required] attenuations of 10°~7 needed t. force counting times
beyond 1 minute. Another way to suppress the gamrma-ray signal from 23U
is to use another material, viz tungsten or lead, instead of 2**U in tae weapon
where high density mat.riz] is required.

A potential problem ¢! exploiting the 1 MeV signal to detect auclear
warheads that contain 2*U is the false positives that will result from non-
nuclear weapor related depleted uranium in environments where verification
is likely to be carried out. For example, the bullets of ship air defensc systems
often employ depleted *{ because of its high deusity.

The combination of neutron and gamma-ray datection is an attractive
possibility for passive monitoring since most modern warheads contaln both

13The verme gamma-rays and X-rays are used interchangably here.
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plutonium and uranium. A dual system would be less vulnerable to spoofing
than either method separately. |

1
f
]

6.3 Active Techniques | '
|

Active techniques offer greater resistance to spoofing, although with the
penalties of greater complexity, cost, and radiation concerns associated with
the active source. If used to detect the presence of nuclear warhears they can
raise concerns about revealing details of warhead design; there are no such
concernc if active techniques are used only to confirm the absence of nuclear
warheads. Gamma-ray transmission (radiograpky), gamma-neutron thresh-
old analysis, neutron transmission, and photon or neutron interrogatica are
all possibilities. Research and development on all of these are being pursued
at various DoE laboratories, as shown in Table 6-3. Active techniques c‘an
be employe ' to produce a low-resolutioa image of the primary of a nuclear
warhead or to induce radioactive emissions from the warhead. A detailed
presentation of each of these methods is not possible here. We will focus o.xr
discussion on two particular te:hniques that already appear promising: (l)
transmission radiography and (2) the detection of delayed fission gammas
following photofission.

6.3.1 Transmission Radiography
General Considerations

Transmission radiography of cruise missiles at gamma-ray energies pro-
vides a potentially sensitive and selective way of distinguishing between mis-
siles with nuclear and nonnuclear warheads. High-Z materials typical of a
nuclear warhead can be detected by the added attenuation they cause, :rel-
ative to the lower-Z components of conventional explosives. Radiography
does not reveal the presence of plutonium or uranium specifically but does
demonstrate unambigicusly the presence or absence of high Z -absorbmg
material.

To provide more refined information, radiographs could be perfonnca at
two gamma-ray energies; with the measurements being taken one energy at
a time. Such data would allow a rough chara-terization of the absorbing
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Table 6-3.

Laboratory

Argonne Nstional Labomtory:

idaho Nat'snael Enginesring Laborstory:

Los Alamos Nationsl Laboretory:

Lawrence Livermors Nationsl Laborstory:

Cak Ridge Nationel Laboretory:
Batwiie Pecific Northusat Laborstory:

Radistion Technology

* Hodosecoe
~ Gamma Tranamission Hodoscope
- Nautron-reachion Hodoscope
= Ass0ciated-parucie HOOOSCOPE
= Calitomium-Corrstanon Hoaoscope

* Fizsion Assay Tomography System
* Gamma-nautron Thresnoid Techmgue

* 14.7 MoV Nevtron Transmisson Rachography
* Associated Particie Technique iur One-5x3ed Imaging
* Smai Rad.anon Detecting tnstruments
= Hano-heid Gamma-rey Verhcabon instrument
= Hang-heid Gamma-ray INSiruMent with axtendable boom
= Hang-heid Neutron Verrheation instrument
« Portable Linattended Neutron Monrtonng System based on IAEA
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Al30. technoiogues bewng deveioped for DoD and other existing technoiogees. as well a3 new propossls from DOE.
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material on the cruise missile, e.g., one could tell whether an absorbing ré-
gion contained a large thickness of a low Z material (Al or Fe for example)
or a smal thickness of a high Z material (Pb, U, etc.). This distinction is
possible because the gamma-ray absorption coefficients of high Z and low z
materials have a different dependence on gamma-ray energies in the 0.1-1
MeV region.’® To exploit this discriminant best, one would like to choose
the lower of the two gamma energies to be well below 1 MeV. However, radio-
graphy at such lower energies would require a stronger source, a potentially
serious drawback.!” Of course if transmission radiography were being used
only to confirm absence of special nuclear materials by the absence of hlgh
absorption there would be no need for two energies. !

Spatial Resolution

|
If transmission radiography is permitted for confirming the presence of
a nuclear warhead' in nuclear SLCMs, it will be necessary to constrain
its spatial resolution so that sensitive weapons desigr. information is not
revealed. This appears to be feasible. If only non-nuclear SLCMs are to be
radjographed, resolution is not a problem. In fact high resolution can be
useful in verifying non convertability as we discuss later in this section.

Consider the conventional approach to radiography. Here we would lllu-
minate a SLCM from the side using a gamma-ray source, and perform a smn
and obtain a radiographic image using an imaging detector on the 0pposne
side of the SLCM warhead. In this approach, there would be the poten-
tial of revealing sensitive design information about the warhead. To prevent
this, one could degrade the image by deliberately blurring or defocusing the
radiography, using a variety of standard technical means. However, if the
short-wavelength information was recorded in blurred form, there would be
the possibility that a high- -resolution image rmght be reconstructed usmg

1®This difference in energy dependence can be traced largely to the rapid falloff of
absorption above the characteristic K-edges that are strong features for high 2 materials
in the region near 100 keV. (See Figures 6-1 and 6-2.)

Y0One m.ight consider doing transmission radiography with gamma-ray energies chouen
to bracket the K-edge of a particular element, say uranium, so that a more refined 2 de-
termination could be made. This does not look attractive, however, because the extremely
high absorption coefficients in the K-edge regions of high Z materials would force ope to
extremely intense sources,

14This also applies to counting the number of deployed warheads on MIRVed blﬂllhc
Missiles.

!
b
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image-reconstruction algorithms if the original image had enough signal-to-

noise ratio. If this risk is judged unacceptable an alternative approach can
be used.

An alternative approach would be to not permit imaging of the entire
warhead. One might use a small, well-collimated transmitting beam together
with a receiver consisting of only a single, unsegmented detector (one pixel).
The source-receiver pair for this system would be restricted to attenuation
measurements on a coarse spatial grid; the system would not have imaging
capabilities.

-One would take attenuation measurements on a relatively coarse grid of
discrete paths across the airframe of the cruise missile, and perhaps also
along the airframe axis form front to back. The spacing of the grid points
could be agreed upon ahead of time by the two parties, and monitored dur-
ing the inspection and enforced by mechanical means. The optimum grid
layout would guarantee that one or two lines of sight would pass through the
warhead compartment but that any two adjacent lines of sight would be far
encugh apart that detailed structural information about the warhead would
not be revealed. Additionally, it would be necessary that the registering ol
the grid not shift from one missile of the same type to the next. The concern
is that if the grid were permitted to shift up or down slightly from one missile
to the next, one might be able to reconstruct the overall internal configura-
tion of a warhead by combining radiographs of many missiles of the same

type.

6.3.2 Radiographic Scanning and Photofission

The detection of nuclear warheads by their own spontaneous gamma-ray
emission was mentioned 2bove. Here we discuss late time (2 1 min) detection
via delayed gamma-ray emission due to the photofission of uranium, pluto-
nium or thorium. Fission would be induced using bremsstrahlung gamma-
rays from an electron linear accelerator machine of the type that is used to
image cartons as agreed to in the INF Treaty.

The photofission cross-section for U, Pu, and Th has a thrmhold‘between
5.0 and 5.5 MeV and is largely due to the giant dipole resonance. The cross-
section for 33U bas a giant resonance shape with a peak of 125‘mjllibams at
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14 MeV and a full-width at half maximurm of 5.8 MeV. The cross-section for
the other two elements is sirnilar.

!
t

The imaging system agreed to by the US and the Soviets for the INF
treaty will be used as a model in our calculations. A transporter WOt‘Ild
move a container containing a SLCM through the imager in some 10 to 20
seconds and then take it out of the imaging structure in a minute or so. The
detection times of interest occur after the background caused by the pulsmg

of the radiographic electron linear accelerator is over.

The basic function of the radiographic scanner would be to identify the
contents of a shipping container. Should the container have nuclear matena.l
uranium, plutonium, or thorinm, the photons from the imaging system wxll
induce photofission and the resuitant delayed fission gamma-ray and neutron

emissions will be detectable. i

We will estimate here the rate of photofission-productien by a Vari!an
LINATRON 3000, a 9 MeV accelerator producing a radiation flow tha.t., is
described by the manufacturer as “in excess of 3000 R - m? - min~! at its
maximum output rate.” (Here R stands for 1 roentgen = 1 rad = 10~? J/ kg

= 100 ergs/gm.) The accelerator produces a gamma-ray beam that flls a
cone with half cone angle of 14°; at a distance of 7 m it covers an areajof
10 x 10 square feet = 9.3 m?. Thus the “potency” of the linac is i

~ 3000R - m? - min™=} |
= = 5.4 rad/sec. =il
9.3 m? x 60 sec/min 5.4 rad/ (6 _ )

Since the energy spectrum of bremsstrahlung is approximately flat up it.o
the maximum photon energy E,, the gamma-ray number flux has the form

dE
dN =Co7 E<E, (s-!z)
where C, is a constant. This gives for the energy deposition rate or potem::y,
T, ‘

r= jE" Ec,p...%-

where y,, is the mass attenuation coefficient, about 0.05 cm?®/gm in hea.vy
metals such as lead or uranium. Thus,

(6~

I = Eocoﬂm, (6'|4)
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0.05cm? gm rad
= C,x9MeV x 1.6 x 10765
x eV x 1.6 x 10 MoV ¥ pr= X 107 ergs

50 C, = 3 x 10°photons/em’sec .

To estimate the rate of photofission assume an area of fissile material
of cross-section A = 300 cm?, which gives a total photon fluence of 9 x
10" photons/sec impinging on the warhead. We next calculate the total
photofission cross secton for these incident photons. As discussed previously,
the photofission crose-section has a peak of 125 mb at 14 MeV and a threshold
of about 5 MeV. We approximate the cross-section simply by

apy = 1.25 x 107 (Eg' 5) em?; 5 < E < 14MeV (6 -5)

where E is the photon energy in MeV. Integrating from 5 to 9 MeV we have
then

® . :
Ezfs a,!iEE-= 1.5 x 10°% em? . (6 —6)
Dernoting the atomic weight cf the target {uranium) by M = 238 gms, we
have for the rate of photofission (N, = avagadros number)
AN,
F = =
(I-'mM ) GL
00 em? x 6. »
(3 0'cnlm>: 6.02 x 10 ) <3 x 10° pho:ons
0.05 "ng- x 238 gm cm<sec

x 1.5 x 1072% cm?

fission

sec
The transporter moves at nominal rate of 0.7 inches per second so a warhead
is exposed for about 17 seconds in the imager giving a total Ny = 1 x 10'°
fissions.

= 6.8x10% (6-7)

As a result of the induced photofission, the decaying fission products
will emit delayed gamma-rays and neutrons. We now estimate the delayed
gamma-ray counting rate. The delayed gamma rays represent about 3%,
or 6 MeV, of the total fission energy. This corresponds roughly ton, = 6
delayed gamma-rays since the mean energy of the delayed gammas is about
1 MeV. Let ¢(t) be the disintegration rate of the fission products per fission
(f2° q(t)dt = 1). ¢(t) is approximately

qt) = %; 0<t<]sec (6-8)
= %t'm; t > 1 sec.
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Thus, the delayed gamma-ray emission rate would be

C = n,Ny(1) ' (6-9)

10'°xt+,sec' t> 1 sec. (6-10)
The delayed gamma-ray emission rate st one minute after imaging would be
of the order 7 x 107 gammas/sec. This estimate neglects the self-shielding
effects and the attenuation due to any intervening material, Fetter, et alll],
estimate that the fraction of the delayed gammas leaving the jacket of three
variants of nuclear weapons designs that employ 32U varies from 0. 06i to
0.15. Thus, the delayed gamma-ray emission rate could vary from 4.2 x l(li6
to 1.1 x 107 gammas/sec. If there were additional shiclding the number, of
delayed gammas reaching the outside would be further red:ced. These levels
of source strengths are detectable by standard gamma-ray counters.

There are also delayed neutrons which are emitted following the fission
process. They are not as robust a signature as the delayed gammas. The
delayed neutrons comprise about 1% of the total fission energy, and are in the
1 MeV range. They are partially shielded by the high explosive surrounding
an actual primary and can be further reduced by adding a boron shield.
Shielding reduces the energy of escaping neutrons to the order of kilovoitsl?.

:
6.3.3 Alternative Sources “
|

There is a question of radiography using a ®C0 source which has strong
gamma-ray lines at 1.17 and 1.33 MeV with a half-life of 5.21 years. The
use of cobalt raises safety questions, particularly in plants which deal with
high explosives. In addition, ®*C0 gammas are well below the photoﬁssxon
threshold and thus are of no interest for this technique. i

We should finally remark that if we use a more energetic linear a.cceleratlor
that covers the full giant resonance, say a 20 MeV machine, the photoﬁssxon
yield would be up by a factor of about 8.
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6.4 Radiation Detection in a Treaty Context

The utility of radiation detection (passive or active) for SLCM verification
depends on the proposed site of the measurement, and on the treaty context
in which it is being carried out. The comments in this subsection are addenda
to the discussion of Section 3.

6.4.1 Transmission Radiography at the Point of SLCM Final As-
‘ sembly

One could envision using transmission radiography to distinguish between
nuclear and conventional SLCMs at a perimeter-portal monitoring station
outside the facility where the SLCM airframe and warhead are joined to-
gether. This would make sense in the context of a treaty which limits the
number of nuclear SLCMs, without necessarily limiting the number of con-
ventional SLCMs. Each side would declare that a certain number of its
SLCMs were nuclear. Those SLCMs which had been “declared” to be nu-
clear would then not need to be radiographed; they would be presumed to be
nuclear and counted as such. One would want to verify that the remainder
of the SLCMs, which had been “declared” to be conventional, were in fact
not nuciear. Access to the SLCM would not be a difficulty, since the SLCM
canister would not yet be installed in a launch tube, torpedo tube, or other
launch structure. One could easily ascertain via an attenuation measurement
that the warhead did not contain large amounts of high-Z materials. The
spatial resolution of the radiography measurements could be as high as the
verifying country desired, because if the warhead were indeed conventional
as claimed, there would be no nuclear design information revealed by the
radiography. If it were felt that too much structural information about the
conventional airframe or warhead were being revealed, the spatial resolution
could also be deliberately degraded by using a small collimated beam on a
predaterminred grid of sight lines, as described above.
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6.4.2 Transmission Radiography Measurements Made Onboard
Ships |

i

Practical aspects of conducting transmission measurements onboard a
ship are difficult. One example is the geometry of existing launch and storagé
configurations. In some cases, below-deck access for the inspectors might
be required. In other cases, the only practical access available might be
in the narrow space between the canister or SLCM and the launch tube;
this would seriously constrain the instrumentation packaging. While these
restrictions are not necessarily prohibitive, they do suggest that access tof
sensitive parts of a ship may be needed in some cases in order to obtain
adequate transmission radiography measurements. The navies of the Umted
States or the Soviet Union might argue strongly against this type of relatwely
intrusive onboard inspection. One might deal with this issue by selecting a
few SLCMs randomly for radiography, relying on remote sensors as described:
in Section 3 to verify that the selected missile has not been switched. Those
selected would then be pulled from their launchers for inspection elsewhere.'
!

6.4.3 More Radiography

We would like to stress that radiography of nuclear SLCMs is not neces-
sary for effective verification of a limit on the number of nuciear SLCM:s. In
a scenario in which there are inspections of SLCMs at the factory where they'
or.ginate, it would be sufficieat to radiograph or inspect only those missiles|
which have been declared to be nonnuclear, and to presume that ali SLCMs:
which have been declared to be nuclear are in fact nuclear. Once this has
been done, all SLCMs could be given identical tags to certify that they had.
been counted by the inspectors. If the tags were tamperproof, then subse-
quent inspections at choke points and servicing installations as described in|
Section 3 would need only confirm that all SLCMs were tagged and sealed.! ‘
As a consequence, transmission radiography of nuclear SLCMs would not be
necessary, either onboard ship or at the factory of origination.

An important consideration for any attenuation measurement to detect
nuclear warheads is the possible presence of depleted uranium in ggnmggn_l

I
|
I
i
|
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SLCM warhezds. Since depleted uranium would also produce high attenu-
ation, it will be important to ascertain via data exchanges whether con-
ventional US or Soviet SLCMs contain depleted uranium in a geometry or
quantity that would make attenuation-based measurement ambiguous.

6.5 Radiography of Struts

Finally we discuss in this subsection a simple application of radiography
using a weak source to verify that the internal structure of a conventional
SLCM precluded its conversion to a nuclear SLCM (see earlier discussion of
this matter in Section 2.) Let us suppuse we seek to verify the presence of
a 1 cm-wide strut inside a cylindrical cruise missile 50 cm in diameter. We
will use radiography with an array of 1 cm x 1 ¢m detectors 1 meter from a
source of 1 MeV photons (e.g., **C0), which have an attenuation length of
2.3 cm in iron and 6.7 cm in aluminum. This is illustrated schematically in

Figure 6-3.
1 cm X tem . 5

lm_.1

Figure 6-3.

We assume that the aeroshell, canister, etc. are eqnivalent to 1 cm of Al,
so that the “baseline” attenuation is ¢=2 ¢M/6.7CM ~; .74, The presence of a
strut 1 cm thick introduces an additional attenuation of e~! €M/67CM , 0 86,
To detect this difference with confidence requires some 1000 baseline counts
(860 counts when the strut is present). Thus, if the measurement timeis t, the
baseline count rate is 1000/t. Taking into account the baseline attenuation
(0.74) the solid angle subtended by the detector (1 cm?/4x-1 m? = 8 x 107¢),
and the efficiency of the detector (~ 10%) we need a source strength of
(2 x 10°)/(t (sec)) = (0.05 Ci)/(t {sec)).
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Finally, we can set ¢ by requiring that the entire SLCM of longth ~ 6 m
be scanned in 5 minutes. This implies that each ¢cm of length is expos.d to
t = 0.5 sec of radiation. Thus, if a 50 element line array of detectors is used,
the interior can be imaged with 0.10 Ci of 9C0. We note that such a sourcel
is quite feeble relative to the kilo-Curie sources used routinely in hospitals

and so should present no health hazard if routine radiation safety procedures
are followed.

6.6 Summary

Active and passive means of radiation detection can be used to determine
the presence or absence of nuclear hombs. In particular counting delayed
gammas resulting from photofission induced in uranium or plutonium is a
sensitive signature to confirm the presence (or absence) of nuclear warheads:
in cruise missiles. Simple radiography using a ®C9 source of only = 0.1 CiI
can detect the presence of internal structural elements in cruise missiles that
are designed to make unobstructed regions sufficiently small that it would be:
impossible to arm them with existing small fizsion bombs.
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7 SURVEILLANCE TECHNOLOGIES |

7.1 Introduction

This chapter is devoted to a discussion of several ideas for applying new
and newly developing technologies to extend the U.S. capabilities for over-
head surveillance and thereby to improve the means of verification. . The
emphasis here is on near-term options. The concepts described will require

detailed engineering and system analysis in order to evaluate them more fully.

We first describe a constellation of relatively small and inexpensive photo
reconnaissance satellites in low earth orbit (~ 300-400 km altitudes). The
primary attractiveness of such a system is two-fold: it enhances our capability
for activity monitoring by making frequent overflights of al! sites of potential
interest; and it is more survivable against an anti-satellite threat since it
presents many targets rather than one or only a few very high value ones. In
order to keep the optical systems and satellites themselves relatively simple
and light we settle for moderate ground resolution (~ 1 meter) imagery, w:hich
is adequate for many intelligence purposes, particularly with the emphasis
on activity monitoring for treaty verification and other general needs. '

A second proposal that we describe is to achieve longer dwell times over
target and better survivability against primitive ASAT threats by deploy‘ring
a few large optical observing platforms at high altitudes (2 5,000 km), A
specific implementation of this idea with a large long-focal length refracting
lens telescope is described. ' ,

Next we discuss critical issues raised by the possibility of equipping surveil-
lance satellites with lasers or radars to illuminate the ground. Finally, we
review questions related to the recent proposal of President Bush for the Us.
and the Soviet Union to allow aircraft overflights to enhance surveillance.
Thia tesurrects the 1956 “open skies™ proposal of President Eisenhower. |
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7.2 Small Satellite Reconnaissance Fleet

Recent technological developments leading to miniaturization of sensors
and communications links and to reductions in required power levels have the
potential to reduce the cost and size of essential components of reconnaissance
satellites. As examples of such progress achieved in a number of programs,
including in particular SDI, we mention: fiber-optic gyros with < 0.1 deg/hr
drift, star trackers accurate to 100 urad with a 60° field of view, on-board
computing power in the range of 10-20 MIPS, laser diode arrays producing 5
to 10 Watts per array at 30% overall power efficiency and CCD arrays with
of the order of 10° pixels of individual dimension 10 ym x 10 gm. These
advances lead us to consider a constellation of relatively small and simple
reconraissance satellites that achieve medium ground resolution (~ 1 meter)
from LEO (~ 300-400 km).

Atmospheric drag limits how low an altitude such a system can operate
at economically. In the illustrative examples that we give in the following
discussion we choose an altitude H = 300 km, which is consisicut with a
two-year lifetime for a satellite weighing = 1000 pounds during periods of
maximum sun spot activity.

The advantages of such a system for intelligence and verification include:

¢ its ability to provide frequent coverage fcr monitoring activities of high
inteiligence value or as required for verifying compliance with arms con-
trol treaties. It is of course not necessary for a satellite to photograph
everything in its field of view on each overflight; the very fact that it
presents the possibility of such coverage can immensely complicate, if
not discourage, the scheduling of large-scale activities which are illicit
or would provide evidence of high intelligence value.

¢ its robustness against an ASAT threat since it presents many targets
rather than a very few, each of high value.

We begin with estimates of the number of satellites and of the total data
transmission rate as a function of the frequency of overpasses and the fraction
of available imagery returned. Next we discuss the basic requirements to be
met by the optical telescope and the detectors. Finally we turn to the design
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and cost of the other major components of the small satellite, including solar
panel power for housekeeping and stabilization thrusters to make up drag,
batteries, communication links (possibly laser), attitude control, etc.

7.2.1 Frequency of Coverage and Numbers of Satellites

Key issues are the total number Niota) of satellites in the whole constel
lation and the fraction of the total imagery that can be transmitted.

In order to illustrate the idea with a specific set of numbers we choo:se
H=300 km for the altitude of the satellite fleet in circular orbits and specify
a ground resolution of 1 meter at 45° slant range, v2 H, for light of 0.6 um
wavelength. For the telescope operating at the diffraction limjt this requir;es
an aperture of diameter !
D= 1.22) x v2H v2H 2= 30cm. (7-1)

l1m !
!

This assumes that resolution, not light grasp, drives the design as is true
for daytime viewing by modern CCD detectors. |

The satellite constellation can be organized into planes, with each plane at
fairly steep inclination. For instance the planes could define sun synchronous
orbits although this is not necessary. For good coverage in clear weather
at mid latitudes, the planes must be spaced about 2H apart at latitude
45° so that satellites in adjacent planes can among themselves cover all the
intervening territory out to their limiting slant ranges. Therefore the number

of planes is

300 km !
Nplages & 24 ( ) : (1-2)
If each plane contains N,y satellites, then the revisit time is |

_.~(90min)[ 1( H )] i
Trevisit ~ =5 == 1+ 15 \ 500 om (1 ?)
|
|
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and the total number of sateilites in the whole constellation is (with Ngar 2
1)
Motal # Nplanes * Vsat _ (7-4)
~ (0min) [ (300 knq) + 1.8] _
Trevisit A

For example, at H = 300 km, 24 satellites (arranged with one in each of
24 orbital planes) would revisit each spot about every 100 minutes.

If we use fewer planes than specified in Equation (7-2) (or equivalently,
Nsat < 1), then the average revisit rate is still given in Equ- ‘on (7-3),
with Juctuavions that can be made reasonably small by judiciow ~hasing of
satellites in each orbital plane. Thus, at H = 300 km, 12 sateluces could be
arranged in 12 planes to revisit each spot about every 190 minutes.

Even if we make Niota] 50 large as to permit total coverage imagery in
real time, the data rate for such coverage would be too large to be handled
in practice. Thus if we take the Soviet area of interest as & 107 km?, this
is equivalent to 10'? pixels at a resolution of 1 m. If we take “real time”
to mean one image every 10 s, and if each pixel requires 10 bits, the data
rate required for total imagery would be 10* Gbit/sec, far too high to be
practical,

The system therefore has to task its satellites to return images only of
selected areas at selected times. Cutting the total system cata rate down to
about 1 Gbit/sec (a conservative figure) would necessitate selected targeting
of a small fraction of the area of interest, or about 100 km?/sec. If this -vere
broken down into 1000 frames in 10 seconds of size 1 km? each, for instance,
this system would produce 100 frames/sec, with each frame comprising 107
bits.

This estimate neg'ects any reduction in data transmission resuiting from
application of image compression techniques, e.g., the method of vector quan-
tization. VQ has been exploited by GlobeSat, Inc. for its proposed tactical
imaging satellite with a resulting 12:1 reduction in the number of bits trans-
mitted per image. In general, the amount of compression will depend omr
system performance criteria such as the number of bits per sample, the de-
gree of recoas*ruction precision required relative to the initial quantization
error in encoding the original image, etc.
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7.2.2 Telescope and Detector Requirements for Smail Satell:te
Coverage :
]

Each satellite at height H carries a telescope designed to survey the field
of view (area = n/{2) beneath it at any time. The telescope should have the
capability of imaging areas located anywhere within this field of view. We

outline here some generic characteristics and possible limitations of such a

telescope. J

Some portion of the image plane—small enough to avoid aberration-would
be covered with CCD detectors onto which steerable viewing optics would
guide images of a succession of selected areas. In one approach, an array of
CCD’s would map out a swath along the ground track of the moving satelhte,

while cross-track steering mirrors would move the swath from side to szde
I

In order to keep the data rate at a manageable level, the constella..:on
would return images of only a small selected fraction of the entire \newmg
area at any one time. Sometimes a large frastion of an individual satelhte 5
viewing area might be desired, depending upon what targets were momen-
tarily within range. Other times, simply searching along a single road | or
railway might suffice. !

First we estimate the dwell time on target required to secure an xmage
Assume a given resolution element on the earth is imaged into a single de-
tector pixel. The size of the telescope aperture is determined by the swe‘of
the resolution element and the altitude of the satellite. At H = 300 km t.he
lens diameter is 30 em and the focal length of the telescope is ~ 4 meters in
order to focus a 1 meter resolution element at slant range v2 H onto a 10
#m CCD. Using Equation (7-1), we find that an upward scattered mtens:ty
at the earth of I Watt/Area, uniformly directed into 2x steradians, produca
a photon counting rate in each pixel of approximately

dn/dt = 0.9¢10*/2xhv = 0.9¢13%/2xhe (1-5)

to be averaged over the wavelength A of the light, where ¢ is the de'eect!or
efficiency. Note that Equation (7-5) is independent of the altitude and surfais
resolution. Assuming / is about one-tenth solar illumination to account for

|
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average solar elevation and surface reflectivity, i.e. 7 2 0.2 kW/m? we find,
with < A >2 0.6 um and ¢ = 0.6,

dn/dt = 2 x 10"photons/sec per pixel. (7-6)

To measure a pixel to pixel contrast of 3% would require 10° photons/pixel
under shot noise conditions (good CCD’s are approaching detector noise <10
counts/pixel, i.e. consistent with this level), requiring less than 104 sec dwell-
time at each pixel. This dwell-time has a nice match to the typical ground
speed (2 7 km/sec) of a LEO satellite, which covers the desired resofution
distance of 1 meter in 1.4 x 10~* sec.

If there were no practical limitation on the steering speed of the optics,
then this short dwell-time per pixel would allow the entire satellite field of
view to be covered by a very modest area of CCD’s. As an example, at an
elevation of H = 300 km, there are about 7(300 km)?/ 1 m? = 3 x 1oV
resolution elements in the field of view. If we wished to cover this entire field
in 30 seconds, with 10—+ sec to record each element in a detector pixel, we
would require 10® pixels. With the 10 #m x 10pm CCD pixel size, this means
a CCD area of 1 cm?, readily accommodated with acceptable aberration in
the image plane of the 30 cm diameter focusing lens needed at this altitude.
Since the instantaneous field of view for such an array is = (10°m)?, it would
require moving a steering mirror of 30 cm djameter at angular velocities > 40
rad/sec in order to cover the entire satellite field of view. This is unrealistic.
By contrast, to follow a single railway headed 45° relative to the ground track
would require a steering angular velocity of only 2 10~2? rad/sec, well within
reasonable capabilities.

Given these limitations on steering, together with the limitations on the
rate of reconstructing data from successive frames, as discussed in Subsection
7.2.1, each satellite would usually be tasked to photograph a few fixed sites
or one to two roads or railways within a given field of view on each overpass.
One might also consider the possibility of equipping the satellite with a low-
resolution viewer in order to provide input for precision aiming and image
reconstruct with 1 m resolution. This may be particularly useful in the
presence of cloud cover.

Another important consideration is the detector array. Detector technol-
ogy has developed in two directions: (a) to narrow CCD arrays and (b) to
CCD square arrays. The narrow arrays are used in a “push-broom” mede to
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obtain images by accumulating time s.-.uentia! data as the satellite passes
over the target region. Pixels in the linc.: ~-ray are sampled rapidly to gwe
high resolution in the line of flight, while re.olution in the perpendicular di-

rection is determined by the optical characteristics of the telescope and the
size of the CCD elements. Square CCD arrays are most often operated i m a
snapshot or “staring” mode. Signals are collected by each pixe! element of
the array during a sample period. This period must be short enough (because
of the motion of the surface field of view) to give the desired individual pixel
resolution. To form a useful image, the push-broom system must be operated
continuously, yielding a strip image of the terrain under surveillance. The
staring system, in contrast, needs to repeat its signal-gathering only when a
new field of view is present on the detector.

Various factors influence the choice of push-broom or staring modes \for
satellite imaging. Foremost among these is the question of i image qua.hty
Owing to external satellite drag and internal distortions arising from thermal
effects, the surface field of view is continually distorted and varying. Wlth
push-broom systems, yaw of the satellite will give complex side to side mo-
tions of the field of view, greatly complicating the poat-flight rectification of
the data into a usable image. Satellite pitch (up and down of the longtt.udma]
axis) gives backwards and forwards motions which are almost unpossxb]e to
overcome in image rectification. For 1 meter resolution, changes of pomtmg
angle on the order of 1 to 10 uradians will displace the pixel surface lout:ons
sufficiently to cause dxfﬁculty in image processing. Of course, it is the ra.te
at which such displacements occur that will determine the actual sxdewa.ys
displacement of the image. Thus, there is a-direct relationship between the
satellite attitude control system and the i image quality. Rapid drift of sa.telhte
attitude in a dead-band between control limits will affect the quality of the
image and the degree to which extensive post-image acquisition procasmg
18 necessary.

For large satellite remote sensing systems the push-broom method of i :m-
age acquisition is preferred. This is the case because large satellites, such: as
SPOT or LandSat, can accommodate precision pointing and attitude control
systems to compensate for orbital torques, system mechanical distortions as-
sociated with thermal balance, and pointing mirror motions associated vnth
selection of ground targets. 1

For a small satellite with constrained resources, it may be very difficult to

|
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avoid having substantial platform motions. The smaller overall satellite mass,
the smaller ratio between the moments of inertia of the overall satellite and
the mirror pointing system, and the lower leve! of thermal protection affor-ed
by a smaller thermal mass will most likely make it difficult to accommodate
the push-broom mode of image acquisition. We note that a staring system
can also be operated in a push-broom mode depending on how the pixel
outputs are sampled.

Thus a reasonabie choice of detector seems to be a square array of about
1000 x 1000 pixels. A snapshot of a given site might involve actually trans-
rfxitting only a small fraction of the available pixel signals, depending upon
the area of the site and the accuracy to which the pointing angle is known.

7.2.3 System Considerations and Costs

Satellites of the verification surveillance system must be reliable, avail-
able at relatively low cost, be capable of being launched to LEO by low cost
rocket boosters, and have an expected operational lifetime of several years. In
the spirit of treaty verification, hardness and survivability against radiation
and other aggressive influences is ot essential. A willful act of destruction
of a verification surveillance sateljie would be taatamount to a violation of
the underlying treaty agreement. To achieve low cost, moderate lifetime,
and ground resolution of ~ 1 m requires a delicate balancing of the satel-
lite sub-systems supporting the operation of the optical sensor. Figure (7-1)
illustrates the important subsystems which influence the overall satellite op-
eration. For example, the sensor system will require power, communication
computing, attitude control and data storage. With a requirement for 1 me-
ter resolution and perhaps 25 meter pointing accuracy, the attitude control
system must provide very high quality information about the platform loca-
tion, attitude and rates of drift of the telescope field of view. This requires
state of the art star sensors , control moment gyros, a high quality thruster
system, and supporting electronics. Likewise, to support image data trans-
fer rates up to 100 mbps, a sophisticated communication system must be
incorporated into the satellite design.

In looking towards the future, we can see that certain technological devel-
opments presently taking place could profoundly affect the design of relatively
small surveillance satellites. These include the following:
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Figure 7-1. Verification Satellite Surveillance System.
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. Attitude Determination and Control System

®» Low cost, high precision star sensors
o Fiber optic gyro systems

o High speed computers

[ 3]

. Data Storage
e 10° — 10" bit storage with 50-100 mbps read/write times
3. Communication Systems

o Laser satellite - satellite data transfer at 100 mbps

[N

. Computers

¢ RISC/SPARC high speed processing with low power, volume, and
mass hardened against natural background radiation

o

. Sensor System

e large, low power CCD arrays with robotic, high yield manufactur-
ing, test and calibration

e large mirrors and lenses

Dased on previous small satellite studies (e.g., a 1985 design for MAP-
SAT by Itek), it is possible to provide an estimate of the mass budget for
3 conventional small remote sensing satellite and to extrapolate trends to a
future small surveillance system, This information is presented in Table 7-1.
It is seen that at present, such a satellite would have a mass in the range
800 to 1400 kg, depending upon whether refractive (light weight) or folded
reflective optics (heavy system) are used. The large decrease in future mass
for communication equipment reflects the weight savings from using a laser
system, such as the laser diodes described in Subsection 7.5, rather than the
usual rf transmitter and antenna. The much lighter attitude control system
would result from the fiber-optic laser gyros and compact star trackers being
developed within SDIO.

With respect to electrical power, estimates have also been made of standby
and data-gathering phases of standard satelljte operations (3ee Table 7-2) and
gains which can be expected in the future.
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Table 7-1 Total Mass Budget

Present Fu-_tur\_J

Power System 50 kg - 40 kg
Sensor System

Petzval (refractive) 250 kg 200 kg

Schmidt (reflective) 300 kg
Communication system 160 kg 30 kg
Attitude system 160 kg 80 kg
Computer 10 kg 5 kg
Structure 190 kg 100 kg

1120 + 25% kg_ 455 kg

Table 7-2 _Satellite Power Budget (Watts)

Stand-by Operations Future
Sensor 26 180 50
Attitude System 55 35 40
Computers 7 7 20
Communications 25 250 40
Image Compression 3 28 10
Power System 50 50 25

240 W 620 W 185 W

Power System
Batteries (2) 25 kg
Solar Cells 125kg (5 m?)
Electronics  10.0 kg
Stuats (2) 3.0 kg
50.5 kg
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Perhaps the foremost cost issue involves the expense of manufacturing
a high quality, space-qualified optical system capable of providing 1 meter
resolution. The telescope size used in Table 7-1 would be appropriate for 1-
meter resolution at 300 km altitude. Higher altitude satellites would require
larger (and more expensive) telescopes. In any event, these telescopes must
be rugged in construction, yet precise in operation. Construction of similar
sr'stéms in universities for NASA science missions shows that the principal
<osts of development are engineering, rather than capital equipment. The
tasks of assembly, verification, testing, and calibration are buman-intensive
tasks which scale in proportion to the number of systems being developed.
The economies of scale, such as might come from fabrication of multiple
optical mounts or (stectors, seems to be small in this case. In fact, no
industrial experience has yet emerged that might help reduce the costs for
these types of complex instruments. Other system components, such as the
fine vernier thrusters, the star sensors, the communications systems, and so
forth do admit to some economy of scale.

Using methods of estimating costs developed by Itek, Globesat Inc. and
others for small satellite systems, the weight and pewer reductions indicated
in Tables 7-1 and 7-2 should translate into a significant, perhaps 40%, savings
in cost. One billion dollars for all the satellites in an entire reconnaissance
fleet may be a possible cost target.!®

Operations costs should also be taken into account when considering the
feasibility of a small satellite surveillance system. In particular, the cost of
operating the data communications system adequate to acquire and forward a
large number of images per day must be estimated, especially when one takes
into account that current DoD and NASA programs have almost saturated
the current TDRSS capabilities. On the other hand, if a store and forward

o the 1985 ITEK design for M.APSAT, the Petsval telescope had a 30 cm lens with
a 1.5 m focal length and a 13 4 pixel size for the CCD element, designed to give 10 m
grouad resolution from an altitude of 1000 km. The telescope weight was approximately
60 kg and that of the satellite was 1000 kg. The estimated cost per satellite was $ 50
M in 1984 dollars. In the 1989 Globesat nc. designs for » tactical imaging satellite, a
Schmidt telescope system was proposed to give 5 m ground resolution from an altitude
of 700 km. Special image compression hardware and & proprietary computer system was
included to reduce UHF communication system bandwidth and computational system
energy requitements. The satellite was physically configured to use the Pegasus launch
system, resulting in a total satellite mass of 420 Ibs and an overall length of 1.8 m. The cost
of the satellite and launcher was estimated to be less than 8 15 M fur the first prototype.
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method of ground delivery is to be used, one needs to aaow the impact this
will have on various foreign communications sites. |

In the end, one of the important opportunities for the small satellite ag‘-
proach is for it to avoid tae high cost syndrome which irnpacts all major
U.S. satellite systems. It is well-kuown that unreasonable demands for subL
stantial on-orbit lifetime in ihe face of hypothatical threats greatly multipiies
the costs of building and flying military space systems. By adopting a short
lifetime and permitting some 1easonable level of operational vulnerability
to intentional disablement. it might be possible to achieve significant reduc-
tions in the overall system costs. In fact, since this is a surveillance system
intended for peacetime operation, such arguments may prove successful. |
|

Finally, it is worth mentioning the advantage to be gained by adopting
a system philosophy which recognizes -nd supports the evolution of system
capabilities consistent with current technological capabilities and costs. By
aveiding or deferring high cost technology drivers in the early satellites, to-
tal system cost (design, acquisition, operations, and replacement) can be
kept under control. The key point is to keep system designers and finandial
managers in close contact with the potential users of the system. This can
prevent inadvertent escalation of costs due to hypothetical system operation
requirements being taken literally by the design engineers. |

7.3 High Altitude Surveillance k

We consider possible designs of a satellite telescope for higher elevations
(2 5000 km), capable of keeping a large ground area of interest under surveil-
lance during daylight at a resolution of 1 meter. Placing such a telescope o:\':
a few high altitude satellites could make essentially continuous coverage of
a country possible, weather and daylight (or laser illumination) permitting.
The required number of satellites can be found by an analysis similar to that
of Subsection 7.1.1, but taking into account the curvature and rotation of
the earth; this number ranges from fewer than 6 at 5000 km elevation to l
at GEO. In addition to providing constant coverage, such platforms would
be less vulnerable to ASAT threats. |

The telescope could use either a refracting lens or a reflector to focus. Il%l
either case it would need a large aperture to attain 1 meter ground resolution,
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viz. a diameter of 5 meters at 5000 km elevation. A reflector is more sensitive
to distortions in its shape than a refractor of long focal length; however a
refractor is heavier and must be corrected for chromatic aberration. We
discuss these issues in subsections below.

Using an unfilled aperture (such as a ring) would save in weight and
complexity, especially in the case of a refractor since only the thin circular
edge would be needed. We therefore include a brief discussion of unfilled

apertures and of issues relating to their optical performance.

NASA has already put considerable effor: into learning how to build large
Space structures. We will not consider construction issues in any detail,
except to emphasize mechanijcal simplicity and lightness of weight. '

A potential alternative to reflectors or refractors would be to fill the aper-
ture with lasers or detectors to obtain images by cohereut processing, thereby
eliminating the need for an extended third (focal) dimension in the telescope.
For example, if an onboard laser is uscd to illuminate a ground patch, the
returning light would produce phased signals in an array of detectors in the
pupil-plane, which could be analyzed to reconstruct an image of the ground.
This is an active, but not yet mature, technology and we do not consider it
here any further.

7.3.1 Refracfing Lens Telescope

First we demonstrate the degree to which the control of distortions poses
a less serious problem for a refractive lens than for a reflector of the same
aperture and f-number. Consider first a reflector of diameter D, focal length
L, bence f-number f = L{D. Displace an clement of the reflector by a
distance & parallel to the axis. At the focus, for f > 1, the change in
phase of the ray from the displaced element is of order 6/A. If érmgs is the
mean displacement fror; a parabola, these distortions introduce an angular
spread A® == &rms/D. This is to be compared with the diffraction Limit
AB4 = A/D. To achieve the diffraction limit, we must therefore keep the
mean displacement §rmg small compared to the wavelength.

Now consider the situatio - or a refractor of the same diameter D and
focal length L. For a lens of .arge f-number, the requirement to control
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distortions is less severe than for a reflector. If we displace an element of the
lens by a distance ¢ in a direction parallel to the axis, the phase change at the
focus will be of order 6/ f?). If the displacement is perpendicular to theiaxis,
the phase change is larger, of order §/f). To achieve the diffraction limit,
we must therefore keep the mean displacement érms small compared to fA.
Clearly, for large values of f this is a less severe demand than we encounter
in the case of a reflector. For the applications under discussion we will want
[ very large indeed, perhaps as large as f = 100. Of course, the larger the
f-value the thinner, hence lighter the lens. The overall lens thickness must

be accurate to better than a wavelength A but this requirement is not so
difficult. :

Large f-number also helps with the problem of chromatic aberra!;t.ion
which is nevertheless severe as we now show. Let dn/d)\ be the change
with wavelength of the refractive index of the lens material. Then a sprud
in wavelengths A will smear out the focal iength of the leas by:

fD dn ‘
AL > -la‘.\A" (7; 7)
which must be less than the length of the focal region (ie., AL < [2)) in
order that the image be in focus for all wavelengths within AA. Thus the
fractional range of wavelengths focused to a single image by a lens that is
uncompensated for chromatic aberration is:

Ao‘ f n—l 1
x < Ddnjax’ (7-8)

To a crude approximation this is also the fraction of sunlight that will
be focused without image distortion. Typically, dn/d) 2 10~%(n — 1), per
angstrom for glass, so if D = 5 meters and f = 50, we would be hrml.ed to
about only 10~* of the available sunlight. !

Of course optical designers have learned how to compensate c.hromatlc
aberration to high precision. For example, one can add a defocusing lens of
smaller absolute power mad= of a material with larger dn/d), or use a number
of mutually compensating lenses to match out the second derivatives, etc! In
order to keep the added weight to & minimum, the compensation is probably
best done by using a single large primary lens, and then near its focus forrmng
a small image of the primary lens where small compensating lenses can be
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located, finally using a small reflector to form an achromatic image of the
ground.

In what follows, we assume chromatic aberration to be compensated, but
it is clearly the major obstacle to using lenses with such large apertures.

An illustrative system is a refractive lens of diameter D = 5 m and f-
number 5G, hence focal length 250 m, at an altitude of H = 5000 km. The de-
tector package containing the compensating optics for chromatic aberration
as well as the focal plane detector and electronics would be stably tethered
to the main satellite unit by a cable about 250 m long.

Due to their different altitudes and Keplerian orbit periods, the tension

. in the tether produced by the detector package of mass M4y would be:

~ S/DR.

e (Rearth + HF " det?

(7-9)
where ¢ = 9.8 m/s?. For our illustrative system, T & 2 x 10-5 Mer 9
which can be supported by a tether of negligible weight, Unless controlled or
damped, there could be slow oscillations (of order the orbital period) of the
detector package as well as mechanical oscillations from waves on the tether.

Theoretical studies™ show that tether damping properties are extremely
important for the overall pointing accuracy. The damping properties of lat-
eral modes, in particular, are important since these have very slow natu-
ral damping rates (up to several years). Thus, active control of the focal
plane detector attitude with control moment gyros will be essential. This
introduces a number of technical complications since the pointing accuracy
achievable with a given system will depend on the bandwidth of the attitude
control loop.

Requirements for the tethered detector system can be determined by as-
suming that the pointing error should give a lateral displacement at the
detector no greater than about ] /3 of the detector width; i.e., about 300 m
on the ground. At a distance of 5000 km, this corresponds to a pointing
error less than 60 4 radians. Calculations for a different system from what
bas been considered here indicate that the pointiag error bound caused by

™Xiaohua He, Attitude Control of Tet ered Satellites, Ph.D. Dissertation, Department
of Aeronsutics and Astronautics, Stanfore University, Stanford, CA, 94305, October 1989,

128



g W e g Wy L

N etk R gk, U TR e B S

|
i
|

disturbance torques associated with various natural sources can be on the or-
der of several 10's of arcseconds; i.e., on the order of 100's of g radians. More
detailed analyses are required in order to determine whether these natura]
fluctuations can be controlled by active means a.dequate to give the stab:hty
required for high resolution imaging.

As in the earlier discussion (Subsection 7.1.2), the focal plane detector
could be composed of about 10° CCD pixels for each square km being imaged
on the earths surface. The diameter of the beam waist at focus is JA;soa
one-meter resolution eiement on the earths surface is focused to a convenient
CCD pixc! siz< of about 30 microns. Without allowance for any losses due
to-chromatic aberration, the fluence per detector pixel arising from sunlight
reflected at the earth’s surface would be, as in Subsection 7.1.2, about 10’
photons/sec. l

3

If the 5 m refractive lens were to be made of glass, the weight for f 50
would be about 350 kg. [If the lens is composed of gaseous hvdrogen, the
weight of the gas comes to 40 kg, but the weight of the bag, if it is to sustain
the stresses at a temperature of 300° K, must amount to about 400 kg]
Although 350 kg is not necessarily too heavy, if desired the lens weight could
be reduced by using a longer tether and hence greater f-number.

For higher altitudes, the lens weight increases as D? and therefore‘
H? for a constant f-number. One might then wish to consider using a nng
(annular) lens to reduce the weight (but with some loss in imaging qua.ht.y,
see Subsection 7.3.3).

To illustrate, take b < D, where d is the width of the annulus. If ¢ is the
thickness of the lens at the inner edge, and n the index of refraction of the
lens material, then :
(n =1t =b/21. (7-19)

|

M = xpDbt{2 = xpDb* [4f(n - 1). (7T~ 11:)

The mass of such a lens is

The area filling factor is given by F = 45/D. Thus, for F = 0.2 we take

b=0.05D. Relative to the case of the filled aperture, this reduces the we:ght )

by a factor of 17, while reducing the focused light by a smaller factor, 5. At
5000 km altitude, such a ring lens would weigh only 20 kg. 1
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7.3.2 Reflector Telescope

Reflectors have long been the method of choice in astronomy for large-
aperture telescopes, and may well offer the best choice for high altitude
surveillance because they avoigd chromatic aberration.

The major problem, as discussed early in the previous subsection, is that
of shape distortion degrading the sharpness of the image. We limit our
discussion of reflectors to a few comments on this important problem, which
is somewhat comparable to the issue of chromatic aberration in refractors. A
major effort has been-and continues to be-invested in adaptive optics, which
could be used to compensate shape distortions in a reflector 2 5 m diameter.

For such a large aperture, the reflector would be assembled from a number
of smaller mirrors on some flexible mount, and the positions of these mirrors
would be individually adjusted. However, it should be a difficult and costly
technical challénge to control the mirror positions to optical tolerances.

The simplest and least expensive alternative might well be to contro! the
primary reflector structure to at best millimeter tolerances, and carry out the
optical correction in a , atively small flexible mirror system near the focus.
Algorithms for adjusting the shape of the small mirror to maintain sharp,
nearly diﬂ'raction-li_mited, images have been developed and tested for some
time now [cf R.A. Muller and A. Buffington, J. of Opt. Soc. of Am. 64, 1200
(1974)]. This sort of adaptive optics seems to be quite a promising approach
for operating large, light-weight reflectors in space.

7.3.3 Unfilled (Ring) Apertures

Properties of ring apertures ware explored in an earlier JASON report
(JSR-85-503, July 17, 1985), from which we borrow liberally here. The ring
aperture fills the region between two concentric circles of radii r; and ry, with
rz the largar radius. The filling factor F is the fraction of the full aperture

area that is used;
F=(r- ri)/ri. (7-12)

In Figure 7-2 the diffraction pattern for an extreme ring geometry (F =
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Figure 7-2. Diffraction patterns for filled circular aperture
aperature (Jo{u))2 with area filling factor 0.04.
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0.04) is shown together with the pattern for the more familiar filled circular
aperture of the same diameter D = 2ry, normalized to unity at the origin in
each case. The intensity is plotted as a function of u = xD(sin@)/ ), where
© is the viewing angle relative to the ring axis. The envelope of the side
lobe intensity falls off as 1 {u, 80 much of the light appears in the side lobes.
Nevertheless the central diffraction peak in principle allows high resolution
images near the limits set by the size of the outer radius. The fractional
power in this peak is roughly equal to F, while the total intensity is reduced
relative to the filled aperture by another factor of F, so the contrast intensity
" in an image resolved by the central peak will be reduced by a ctor of F?
compared with the filled aperture.

A more precise way of showing the response of the ring aperture to spatial
frequencies in the object field is to find the modulation transfer function
(MTF). In “igure 7-3 we plot the MTF of a ring aperture for a variety of
filling factors F. Note the drop ir MTF compared with the full aperture
over a broad range of the middle frequencies (those near 1/2 the maximum

frequency).

Let’s apply these considerations to the signal obtainable from a resolution
element on the earth as discussed already in Subsection 7.1.2. The photon
count rate giver by Equation (7-5) must be reduced by roughly the factor
F2, implying a contrast intensity of about 2 x 10"F? detected photons/sec
per pixel for average solar illumination of the earth. Thus, a filling factor of
F = 0.2 (which as we saw in Subsection 7.3.1 would save a factor of 17 in
the weight of a refractive lens) would still have a contrast intensity of 10°
detected photon/sec per pixel, giving a 2% pixel to pixel contrast in 10 msec.

A major issue with unfilled apertures in viewing a complicated field is
the degree tc which there would be cross-talk due to the side lobes from
different parts of the field. Imzge processing might be required to make
pictures readily interpretable to the eye.

7.4 GEO Radar Transmitter

Here we give a brief description of the concept of a radar in space to
observe ubjects on ground. A slightly more detailed analysis of a similar

132




£el

Figu

[P T JTT 1Y JOR LR T
L)

IIIIIIIIIIIl[llIIIIIITIIIIIIIIIIIIII

MTF for Area Fill = 100%, 75%, 50%, 25%
f,/r; = 0,0.50, 0.707, 0.666 7]
B -
f‘frz - A
- vo =2 L B
R L = Object Dislance
~ 1yry = 707
| r/iy = 868
b g
o 2
vivg o L
re 7-3. The Modulation Transier Function (MTF) as a function of », the spatial frequency

of the object field, for ring apertures of various area filling factors.




S s (U T AN PR VER S S, o st

3 T NS IO ) AR & o YO

e T s | o Y PR

LA A R I LY T

v A

concept for a radar to observe objects in space is given in JASOM Report
JSR-89-900.

The idea (see Figure 7-4) is to locate a single radar transmitter at high
altitude, possibly at GEO, to give it wide coverage of the earth, and to
locate receivers in a fleet of satellites at LEO where the return signal from
illuminated ground targets is still large enough to detect.

The transmitter could direct it’s beam to any point of interest on the
ground within observing range of one of the LEO receivers. Such a system
obviates the need for carrying a bulky transmitter/power package on each
LEO satellite, thus keeping these satellites small and economical.

The high altitude transmitter would be an X-band phased array powered
at MW levels from the ground by a microwave beam broadcast from a roughly
10 km x 10 km antenna farm on earth. Such a beam, acting as a filled
array, would Lave a main lobe 200 m wide at GEO. In practice, the ground
antenna is Likely to be a sparse array with significant power in the sidelobes,
but generating a few MW of power on the ground is cheap and we will not
be concerned with inefficiencies in getting this power to GEO.

The GEO dish obviously could simply reform the beam and steer it to
a chosen area, 10 km x 10 km on earth, but such a small spot size with so
much power is unnecessary. With 1 MW of downlink power, a spot 100 x
100 km could be illuminated at the same power per unit area as a typical
SAR satellite like SEASAT can apply to a 10 km x 10 km area with a 10
kW transmitter.

The GEO dish would most probably not be a simple reflector of power,
since the forming and steering, pulse shaping, and possibly even conversion
of frequencies may have to be done on the dish. The incoming power could
be converted directly on the antenna to electrical power by rectennas, or one
could simply pick up the power at the focus, for further conversion. After
conversion, the radiated power goes to a phased array on the disk and then
to the desired ground spot. A small portion of the downlink beam cazn be
directed to the LEO receiver or airplane in order to give a phase reference
signal for coherent processing. Of course, one will have to broadcast a beam
with the correct ambiguity function to avoid phase or range ambiguities in
the coherently-processed signal, but this technology will be very similar to
that of SEASAT, etc. Note that a beam directed from GEQ to the Soviet
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Union amounts to a side-looking radar beam, and it would be possible in
principle at least, to count the axles of railcars to distinguish an $$-24 car
from something else.

It is not clear that a GEO transmitter and a LEO receiver fleet is the
optimum arrangement. A few transmitters at half-synchronous altitude, with
a smaller fleet of receivers at several thousand km a.titude, may be a more
economical choice, or one might even find that colocated transmitters and
receivers work best. There is nothing sacred about using GEO to station a
satellite receiving microwave power from Earth; at lower altitudes the duty
cycle for power transmission goes down because of the geometry, but in return
the satellite can be made smaller.

7.4.1 Implications fr: \ obile ICBMs

So far, we have discussed this quasi-continuous surveillance system (radar
or optical, or both) as if it were an agreed-upon tool for treaty verification.
However, its worth in verifying the location of mobile ICBMs is coupled with
equal utility in threatening their survival. Given frequent coverage, so that
the position of a mobile ICBM is known at frequent intervals, it could be
very risky to argue for its survivability based on dashing to a new location
at the advent of an ICBM attack from the other side. The reason is that
nearly all the technology needed is now at hand to create a new generation
of smart RVs, essentially carrying their own PBVs (cf the PBALL concept
of the sixties). These RVs would have small, reasonably good IMUs, on-
board computers, communication links to (for example) other satellites, and
100 kg or so of rocket fuel and motor. They could chase down a mobile
ICBM by maneuvering in space (not the atmosphere), with current locations
given by the ostensible verification system. The counters of launch under
attack or attempting to thwart verification by hiding have their own obvious
instabilities and drawbacks.

One might hope to decouple verification and survivability to some degree
by deliberately arranging for coverage gaps of, say, a few hours by controlling
the size and disposition of the LEQ satelljte constellation, or by arranging
the schedule of allowed airplane overflights {see Subsection 7.6).
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7.5 Surveillance Using Laser Illumination

\
|
|
;

i
Equipping satellites with lasers for illuminating the ground would exte.;nd
their optical viewing capability to the nighttime, a particularly important ad-
vantage at higher latitudes during winter. Major issues are the laser power
needed to produce useful imagery, perceived intrusiveness over foreign terri-
tory, and eye-safety on the ground. }

l
The same telescope could be used to image the ground in the daytime by

sunlight and at night by laser light. [With laser illumination, an a.lterna.twe
to using a conventional telescupe is to obtain images by processing unfocused
(pupil-plane) signals. This is an active area of research at present.} i

The prospects for using laser illumination have been enhanced consid-
erably by recent improve:ments in laser diode technology, especially the de-
velopment of coherent laser diode arrays. Compact arrays are now read:]y
available with a power output of 5 watts, and overall efficiency of 30%. Gal

lium arsenide laser dicdes produce light in the 0.7-0.9 Am region where Sl

CCD detectors have maximum efficiency. |

To illustrate the possibilities, we imagine a satellite at 500 km a.ltitudé
with 20 laser diode arrays for illuminating, say a 10 m x 10 m patch on
the earth with a total power of 100 watts. The bearn divergence angle of 20
prad is attainable with present diode arrays aud would require a transmitter

aperture < 5 cm. The entire transmitter would weigh a few kilograms a.nd
consume a few hundred watts. |
As in Subsection 7.2.2 we use Equation (7-5) to estimate the photon <:ount1
rate in each detector pixel due to the ground return signal. An incident
surface illumination of 1 W/m?, with an assumed average surface reflectivity |
of 0.2, yields an upward scattered intensity of J = 0.2 W/m?. Taking A = 0. 9]
pm (invisible to the eye) and ¢ = 0.7 at that wavelength, we find:

\
|
dn/dt 2 10°photons/sec per pixel. (7-13) “
i

Thus a 3% pixel contrast resolution would require an exposure of about
20 msec, short enough to obtain snapshots of vehicles moving up to speeds
somewhat greater than 60 mph. Though not as good as with sunlight illu- .
mination, this is still a very interesting level of performance.
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An important question is how intrusive lasers would be over foreign ter-
ritory. One has the option of using visible or invisible light, whichever would
prove the most acceptable. Eye safety would of course be a major concern;
the cause of damage at the wavelengths of interest here would be overheat-
ing of the retina at the point of focus. We list in Table 7-3a the Ameri-
can National Standards Institute maximum permissible exposure {MPE) rec-
ommendations, as explained and reported in Safety With Lasers and Other

Optical Sources by David Sliney and Myron Wolbarsht (Plenum, 1980) p.
261 ff (MPE is defined as 10% of the level believed to cause damage to the
human eye).

For pulses shorter than about 2 x10~* sec, the local heating of the retina
is independent of the pulse length because thermal conduction is too slow
to spread the heat on this time scale. For longer pulses, thermal conduction
begins {o play a significant role, cnabling the retina to absorb more total
energy without the point of focus overheating. Thus, MPE increases with
pulse length, or exposure time ¢, varying as t3/4 for t > 1.8 x10~% sec. This
behaviour is seen in Table 7-3a for the wavelength range 400-1049 nm. There
is some variation of MPE with wavelength in this region due to focal spot
size, absorbtivity etc, that is shown in Table 7-3b.

The level of illumination (1 W/m?) we used for illustration amounts to 2
x107% J/cm? in the 20 msec snapshot contemplated, which is well below the
MPE calculated from Table 7-3 for this value of ¢ for any wavelength in the
400-1049 nm region.

If several orders of magnitude higher laser illumination intensity were to
be contemplated, eye safety could be maintained by using wavelengths in
the 1.6-1.7 um region, where the atmosphere has a transparent window, but
where the water (aqueous humor) in the eyeball has an absorption length of 1
mm, aliowing only about 10~ transmission to the retina (consistent with the
large MPE in the bottom rows of Table 7-3a). Laser diodes also operate at
this wavelength, but the longer wavelength would entail some loss of angular
resolution and a factor of 30 loss in photon counting efficiency with the best
detectors presently available.

In summary, laser diode arrays in the 0.7-0.9 um region now make laser
illumination a promising satellite reconnaissance tool for optical viewing at

night.
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1

Spectral Exposure Timae, )
Region Wave Length {1} Seconds Exposure Limits’
uve 200 nm to 280 nm 10°%10 3 x 10° 3amJ cm?
uve 280 nm 15 302 nm - 3 - |
303 nm - 4 - i
304 nm - ] -
305 nm - 10 -
306 nm - 186 :
307 nm - 25 -
308 nm - 40 - ot to
309 nm - 63 - ;‘;;t’,".
310nm - 1000 -~ dem? |
31t nm - 160 - ‘
312 nm - 250 -
313 nm " 400 b
14 nm v 820 -
315nm . 1 0J.em? .
315 nm 1o 400 nm 10°410 10 0.561" 4J:cm?
UvA 315 nm to 40C nm 100 10% 1.0J cm?
313 nm to 400 nm 10%103 x 10¢ 1.0 mw.em?
Light 400 nm to 700 nm 10"%t0 1.8 X 1075 5 x 10~7 Jiem?
400 nm to 700 nm 18x10°%1010 1,804 n mJiem?
400 nm to 549 nm 10t0 104 10mJ.cm? ‘
550 am to 700 nm 10T, 1.8(t"% t miem?
£50 nm 10 700 nm T, to10* 10C, mJyem?
400 nm 1o 700 nm 10*t0 3 x 10* CpaWicm?
IR-A 700 nm to 1049 nm 10710 1.8 x 107* §C, X 10~ Jiem?
700 nm 10 1049 nm 1.8 x 10731103 1.8C,(t*\ § marcm? l‘
1050 nm to 1400 rvn 107t 1074 5 x 10~% Jiem? |
1050 nm to 1400 nm 10°* to 10° 914, 1) muicm? '
700 nm 1o 1400 nm 107103 x 10* 320C,sWiem? l
IRB3C 1.4um to 10%um 10"%9 10"7 10-% Jrem? &
1.4pm to 10%um 10771010 0.58 (*, 1) Jiem? ‘
1.dpmto 10%m 10to0 3 x 104 0.1 wrem?
C,- See Fig. 7-5 {b). Laser EL ksbng. |
Comtilorhm 400 10 550 am: Cq = 10100150=3301 o )\ m 550 1o 700 nm. i
T, = 10sfor A = 400 to 550 am: T, = 10 Xx 10i0020=330N 1oy ) = 550 10 700 nm. |
For A = 1.5 10 1.6 um increase EL by 100. |

Table 7-3a. Maximum Permissible Exposure (MPE) for Direct Ocular Exposures

(Intrabeam Viewing) from a Laser Beam.
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Correction Facior A
w
]

700 - 800 : 900 1000 1100
Wavelength nm '

Table 7-3b. Correction Facter A, Ca. The formula for Cais: C4 = | for wavelengths (\)
of 400 nm to 700 nm; Ca =10[00020 ~ 700 nm)) for 700 nm«<\c<
1050 nm; and Ca = 5 for 1050 < A < 1400 nm.
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7.6 “Open Skies:” Aircraft Overflights ‘

President Bush recently proposed that “open skies,” meaning permitted
surveillance overflights, he revisited as a possible verification and confidence-
building measure. The proposal echoes similar Eisenhower administration
proposals dating back to 1956. What is different now is not only new Solwet
openness, but also the fact that both the US and the Soviet Union accept
NTM satellite overflight as routine~in fact protected by treaty. It therefore
may be possible to find regimes of allowed overflight which are only mcl:re-
mentally more intrusive than existing NTMs, but which more than repay | the
increased intrusiveness with mutually useful verification and confidence.?!

To illustrate, let us give one example. The existence and utility of re-
connaissance satellites is accepted by both sides. Satellite orbits are highly
predictable. It is taken as a given by each side that the other will refra.m
from some activities, which would otherwise be observable, during a satelhte
pass-once or a few times per day, say, for a total of 20 minutes. The long
advance predictability of reconnaissance coverage makes it possible to hide,
by careful advance scheduling, even very large and elaborate activities. Each
side might worry, in the extreme case, that preparations for war or trezity
breakout could be thus hidden.

Suppose that aircraft overflights were allowed with the following con-
ditions: (1) They would be limited in number. (2) They would be smgle
straight-line flights over the “bost” country a limited time in advance, say
two hours. (4) Camera apertures would be limited in number (e.g., to one)

and diameter (e.g., to 10 cm), so that resolution would be not substa.ntxally
greater than existing NTM. - |

What would such flights accomplish? They would still allow the hoLt
country to hide—cn random two hour notice-a small number of its most sen-
sitive activities. However, because of the inherent “friction” of rapidly d:.l.-
seminating information and communicating orders, the host country would
be unlikely to be able to hide large, complicated, pre-planned activities tak-

ing place at many locations. But these are just the kinds of activities that
are the most worrisome. |

#1We note that the 1987 Stockholm accords on confidence and security building measures ~
sanctions overflights for observing any large scale military exercises and maneuvers.
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Short noticc overflights would thus seem to add a different and useful
dimension to confidence-building.

7.7 Summary

We have reviewed a broad range of recently developing and potentially
new technologies that can add to vur meaus of verification. Of particular
interest is the possibility of a fleet of relatively small and inexpensive satellites
at low altitude for providing a frequent revisit capability with medium (1
meter) ground resolution.




REFERENCES

¢ Xiaohua He, Attitude Control of Tethered Satellites, Ph.D. Disserta-

tion, Department of Aeronaut:'.s and Astronautics, Stanford Univer-
sity, Stanford, CA 94303, Octover, 1989.

o N AN A

e

143

9 KA R i 2 SRS L Bt oA BB T W PR T IRt L+ T




DISTRIBUTION LIST

Dr. Peter M, Banks

Professor of Amospheric,

Oceanic, and Space Scicnces

College of Engineering, University of
Michigan

2401 EECS Building

Ann Arbor, MI 48109-2116

The Honorable John A. Bert

Undersecretary of Defease for ' -~ i cn

The Pentagon, Room 3E933
Washington, DC 20301-30¢"

Dr. Arthur E. Bisson

Technica] Director of Submarine
and SSBN Security Pro
Department of the Navy, OP-02T
The Pentagon, Room 4D534
Washington, DC 20350-2000

Mr. Edward C. Brady

Sr. Vice President and General Manager
The MITRE Corporation

Mail Stop Z605

7325 Colshire Drive

McLean, VA 22102

Mr. Fiward Brown

Assisi.nt Director on Nuclear Monitoring
I.. RPA/PM

* 00 Wilson Boulevard

arlington, VA 22209-2308

D.. Herbert L. Buchanan, Il
Director

DARPA/DSO
1400 Wilson Boulevard
Arlington, VA 22209-2308

Dr. Curds G. Callan, Jr.
Physics Department
P.O. Box 708
Princeton University
Princeton, NJ 08544

Dr. Kenneth M. Case

Institute for Nonlinear Science
Mail Code R-002

University of California/San Diego
San Diego, CA 92093-0402

Dr. Ferdinand N. Cirillo, Jr.
Central Intelligence Agency
Washington, DC 20505

Ambassador Henry F. Cooper
Director/SDIO-D

Strategic Defense Initiative Organization
Room 1E1081

The Pentagon

Wasington, DC 20301-7100

Dr. John M. (.;a.o;nwall

Department of Physics

University of California/Los Angeles
Los Angeles, CA 90024

Mr. John Darrah

Senior Scientist and Technical Advisor
HQAF SPACOM/CN

Peterson AFB, CO 80914-5001




¥ Naad 1 e b WAL A MUV B Y £ L7 A P et

CLARPE )

LTIV RN PR UL S LR

ALY L AR L o

DISTRIBUTION LIST

Dr. Sidney D. Drell

Stanford Linear Accelerator Center

Mail Bin 80
P.O. Box 4349
Stanford, CA 94309

DTIC [2]

Defense Technical Information Center

Cameron Station
Alexandria, VA 22314

Professor Freeman J. Dyson
Institute for Advanced Study
Olden Lane

Princeton, NJ 08540

Maj Gen Robert D. Eaglet
Assistan: Deputy SAF/AQ
The Pentagon, Room 4E969
Washington, DC 20330-1000

Dr. Douglas M. Eardley
Insdtute for Theoretical Physics
University of California

Santa Barbara, CA 93106

Mr. John N. Entzmin,;er .
Director
DARPA/TTO

1400 Wilson Boulevard
Arlington, VA 22209-2308

Dr. Robert Foord (2]
Central Intelligence Agency
Washington, DC 20505

Dr. Norval Fortson
Department of Physics
FM-15

University of Washington
Seartle, WA 98195

Dr. Michael H. Freedman
Department of Mathematics
C-012

University of California/San Diego
La Jolla, CA 92093-0112

Dr. Richard L. Garwin

IBM, TJ Watson Research Ccmer
P.O.Box 218

Route 134 and Taconic State Parkway
Yorktown Heights, NY 10598

Dr. Larry Gershwin |
Central Intelligence Agency
Washington, DC 20505

Dr. S. William Gouse
Sr. Vice President and General Manager
The MITRE Corporation
Mail Stop Zo0S

7525 Colshire Drive
McLean, VA 22102




W NGOG AR S A ARERCE 4 (it T8 B i i e e 00 S SN LI i

b

DISTRIBUTION LIST

LTGEN Robert D. Hammond -

Commander and Program Executive Officer
U.S. Army / CSSD-ZA

Strategic Defense Command

P.O. Box 15280

Arlington, VA 22215-0150

Mr. Thomas H. Handel
Office of Naval Inteliigsnce
The Pentagon

Room 5D662

Washington, DC 20350-2000

Mr. Joe Harrison :
Central Intelligence Agency
P.O. Box 1925

Room GV 1710 NHB
Washington, DC 20505

Dr. Robert G. Hendarson
Director

JASON Program Office
The MITRE Corporation
7525 Colshire Drive, Z561
McLean, VA 22102

JASON Library [5]
The MITRE i
Mail Stop: W002

7525 Colshire Drive
McLean, VA 22102

Dr. O'Dean P. Judd

Los Alamos National Lab
Mail Stop A-110

Los Alamos, NM 87545

on

Dr. Jonathan I. Katz
Department of Physics
W.shington University
St. Louis, MO 63130

Dr. Steven E. Koonin

Kellogg Radiation Laboratory
106-38

California Institute of Technology
Pasadena, CA 91125

Dr. Robert E. LeLevier

EOS Technologies, Incorporated
606 Wilshire Boulevard

Suite 700 ‘

Santa Monica, CA 90401

Mr. Alfred Lieberman
ACDA/OA

Room 5726 State

320 21st Street N.W.
Washington, DC 20451

Mr. Robent hgfag::efn [2]

Department ense

National Security Agency

ATTN: R-9 (Mr. Madden)

Ft. George G. Meade, MD 20755-6000

ijlg Charles R. Ma?déllbaum
.S. Department of Energy
Code ER-32

Mail Stop: G-236
Washington, DC 20545




DISTRIBUTION LIST

Mr. Arthur F, Manfredi, Jr. [10]
OSWR

Central Intelligence Agency
Washington, DC 20505

Mr, Joe Martin

Director

Naval Warfare and Mobility

Office of Tactical Warfare Programs
The Pentagon

Washington, DC 20301

Dr. Claire E. Max

Inst. of Geophysics & Planetary Physics
Lawrence Livermoore Natl Lab

L413

P.O. Box 808

Livermore, CA 94550

MGEN Thomas S. Moorman, Jr.
Director of Space and SDI Programs
Code SAF/AQS

The Pentagon

Washington, DC 20330-1000

Dr. Richard A. Muller
Lawrence Berkeley Laboratory
Building 50/Room 232
Berkeley, CA 94720

Dr. Julian C. Nall

Institute for Defense Analyses
1801 North Beauregard Street
Alexandria, VA 22311

Dr. Robert L. Norwood [2]
Director for Space
and Strategic Systems
Office of the Assistant Secrcrary of the Army
The Pentagon, Room 3E474 |

Washington, DC 20310-0103

Mr. Gordon Oehler
Central Intelligence Agency
Washingten, DC 20505 l

Dr. Peter G. Pappas

Chief Scientist

U.S. Army Strategic Defense Command
P.O. Box 15280

Arlington, VA 22215-0280

Dr. Allen M. Peterson \
Space, Telecommurications & Radioscience
Lab

nt of Electrical Engineering
227 Durand Building/Stanford University
Stanford, CA 94305

MAJ Donald R. Ponikvar
Deputy for Division Engineering Systems
ODDR&E/DS \
The Peatagon
Room 3D136
Washington, DC 20301-3090

Dr. William H. Press
Harvard College Observatory
60 Garden Street

Cambridge, MA 02138

.

v ome—

-

m,

-

b

ror I ey 8 Y RS




DISTRIBUTION LIST

g!lr. John }l}ausch [2)

ivision Head, 06 Department
NAVOPINTCEN

4301 Suitland Road
Washington, DC 20390

.Il{_:oords Resources )

¢ MITRE Corporation
Mailstop: W115

7525 Colshire Drive
McLean, VA 22102

Dr. Victor H. Reis

" Acting Director

DARPA

1400 Wilson Boulevard
Arlington, VA 22209.2:J8

Dr. Burton Richter
Director

Stanford Linear Accelerator Center

P.O. Box 4349
Stanford, CA 94309

Dr. Sally Ride

Director, California Space Institute
Scripps Institstion of Oceanography

A-021
8605 La Jolla Shores Drive
LaJolla, CA 92092

Dr. Malvin A. Ruderman
Department of Physics
Columbia University
New York, NY 10027

Dr. Fred E, Saalfeld
Director

Office cf Maval Research
800 North Quincy Strect
Arlington, VA 22217-5000

Dr. Philip A. Selwyn [2]
Director

Office of Naval Technology
Room 907 .

800 North Quincy Street
Arlington, VA 22217-5000

Dr. Jeremiah D. Sullivan

237C Loomis Laboratory of Physics
University of Illinois/Urbana-Champaign
1110 West Green Street

Urbana, IL 61801

Superintendent

Code 1424

Aun: Documents Librarian
Naval Postgraduate School
Monterey, CA 93943

Dr. Sam B. Treiman
Physics Department
Princeton University
Princeton, NJ 08540

Dr. George W. Ullrich  [3]
Deputy Director
Defense Nuclear Agency

6801 Telegraph Road
Alexandria, VA 22310




DISTRIBUTION LIST

Ms. Michelle Van Cleave

Assistant Director for National Security
Affairs

Office of Science and Technology Policy
New Executive Office Building

17th and Pennsylvania Avenue
Washington, DC 20506

Mr. Richard Vitali

Director of Corporate Laboratory
U.S. Army Laboratory Command
2800 Powder Mill Road

Adelphi, MD 20783-1145

Dr. Edward C. Whitman

Duputy Assistance Secretary of the Navy
C3] Electronic Warfare & Space
Department of the Navy

The Pentagon, 4D745

Washington, DC 20350-5000

RADM Ray Witter

Director - Undersea Warfare

Space and Naval Warfare Systems Command
Code: PD-80

Deparunent of the Navy

Washington, DC 20363-5100

ADM Daniel J. Wolkensdorfer
Director

DASWD (OASN/RD&A)
The Pentagon

Room 5C676

Washington, DC 20350-1000

Dr. Linda Zall
Central Intelligence Agency
Washington, DC 20505

Mr. Charles A. Zraket

President and Chief Executive Officer
The MITRE Corporation

Mail Stop A265

Burlington Road

Bedford, MA 01730

N L N B R T

a6 6§ WY FeGswE 1.

H
:
4
{l;
!_
]








